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1 Important comments

To ensure fast installation and start-up of thesudéescribed in this manual,
we strongly recommend that the following informat&nd explanation is
carefully read and adhered to.

1.1 Legal principles
1.1.1 Copyright

This manual is copyrighted, together with all figsiand illustrations
contained therein. Any use of this manual whichimgles the copyright
provisions stipulated herein, is not permitted. Repction, translation and
electronic and photo-technical archiving and amesmsirequire the written
consent of WAGO Kontakttechnik GmbH & Co. KG. Nobservance will
entail the right of claims for damages.

1.1.2 Personnel qualification

The use of the product detailed in this manuak@usively geared to
specialists having qualifications in PLC programgjielectrical specialists or
persons instructed by electrical specialists wiegoadso familiar with the valid
standards. WAGO Kontakttechnik GmbH & Co. KG deetirall liability
resulting from improper action and damage to WAGQdpcts and third party
products due to non-observance of the informatariained in this manual.

1.1.3 Intended use

For each individual application, the componentg$ied are to work with a
dedicated hardware and software configuration. Kiations are only
admitted within the framework of the possibilit@éscumented in the manuals.
All other changes to the hardware and/or softwackthe non-conforming use
of the components entail the exclusion of liabibty part of WAGO
Kontakttechnik GmbH & Co. KG.

Please direct any requirements pertaining to a fieddand/or new hardware
or software configuration directly to WAGO Kontadthnik GmbH & Co.
KG.
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1.2 Range of validity

This application note is based on the stated hawlesad software of the
specific manufacturer as well as the correspondectmentation. This
application note is therefore only valid for thescgbed installation.

New hardware and software versions may need t@bdléd differently.
Please note the detailed description in the spetifinuals.

1.3 Symbols

Danger
Always observe this information to protect persfyom injury.

Warning
Always observe this information to prevent damagthe device.

Attention
Marginal conditions must always be observed to ensmooth operation.

ESD (Electrostatic Discharge)
Warning of damage to the components by electrastiggcharge. Observe t
precautionary measure for handling componentskt ri

Note
Routines or advice for efficient use of the devacel software optimisation.

=3 BB B

More information
References to additional literature, manuals, daéets and INTERNET
pages
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2 Description

This application note describes how to set up enstaspecific TO-PASS-
Web-Portal based on XAMPP (cross-platform web ggoaekage) in your
local area network and how to apply a WAGO Ethe@wtroller to collect
process data into a database engine, either My3$@®liavosoft SQL server.

The focus of this application note points to tlansfer of process data from a
TO-PASS device or WAGO Ethernet-Controller into@-PASS database.

The presentation layer for stored data does nbintal the scope of this
document, we only provide a lite PHP-Script thatgeiss data of single
device.

The TO-PASS-Web-Portal requires a suitable datasiaseture and set of
PHP-Scripts to store the allocated process datehet database.

g i DB engine ¢ I

MysaqL®

DB engine

.“;;'\

nualllhnanone‘h

éQL Server

The process data are submitted as parameters BT B4R ost telegram. The
web server forwards the parameters together wétspiecified script to the
PHP-engine. The PHP-engine contacts either the Nly&@abase or other
database engines to inserts the process datd.into i

To operate with a TO-PASS device series 761, th®MRR server must be
reachable from the internet. For how to configuaees 761 see application
note “a301000".

To operate with a WAGO Ethernet Controller via aevarea network(WAN)
See application note “a301001” for details. Disedlsare the configuration of
WAGO GPRS-VPN-Router(761-520) and additional stedsg process data
on WAGOQO'’s TO-PASS-WebPortahttp://www.to-pass.coin
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3 Set up TO-PASS server

This chapter guides you step-by-step to your owaiP@ss solution.

3.1 Software installation

XAMPP

XAMPP is a free and open source cross-platform sezler package,
consisting mainly of the Apache HTTP Server, MySfgitabase, and
interpreters for scripts written in the PHP and Pesgramming languages.

Download the XAMPP package for your operating system
http://www.apachefriends.org/en/xampp.hemnid follow the installation
instructions. This application note is createchdvlicrosoft operating system.

Please keep in mind that XAMPP provides an easystall system for
developing and testing of web solutions. Care shbeltaken when applying
security settings for your own application.

Test: After Apache starts, open the URtp://localhosbr http://127.0.0.Jand

examine all of the XAMPP examples and tools.

[0 sanpe Live 17,3

&« [ & O\ocalhostfxamppﬂndex.php % @ A

—
.
m XAM PP f r WI n W English / Deutsch / Francais / Nederlands / Polski
Slovene Italiano / Morsk | Espafiol ; OO, Portuguss
[m]

Portugués (Brasil) ) OO

XAMPP Lite 1.7.3!

Congratulations:
You have successfully installed XAMPP on this system!

Mow you can start using apache and Co. You should first try »Status< on the left navigation to make
sure everything works fine,

For OpenSsL support please use the test certificate with https:/#/127.0.0.1 or https: fflocalhost

And yery important! Big thanks for help and support to Memesis, KnS, Boppy, Pc-Dummy and all other
friends of XamMPRI

Good luck, Kay Vogelgesang + Kai 'Oswald’ Seidler + Carsten Wisdmann

To check that all required services are runningogbe XAMPP menu and
press Status. You should see all needed servitgatad (PHP, MySQL).

XAMPP Status

This page offers you one page to view all information about what's running and working, and what isn't
working.

Component Status Hint
MySQL database

PHP [acTIvaTED |

Perl with mod_perl
apache::ASP
HTTOS fasn lorrucarrnl
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Microsoft SQL Server database engine (optional)

Microsoft SQL server database is not part of XAM#&ekage. Install it as
given by the Microsoft SQL Server instructions.

Microsoft SQL server setup — connectivity

Check the SQL server network configuration

‘il Sgll Server Configuration Manager,

Soubor  Akce  Zobrazit  Mapowéda

& B EFR©

‘@ S0L Server Configuration Manager (Local) Protocal Mame Skatus
SOL Server Services = Shared Memnary Enabled
| 90L Server Nekwork Configuration Mamed Pioes Disabled
Py A G M
= SGL Mative Client 10,0 Configuration -
ot VIA Disabled
B cliert Protocals L sahie
8 aliases

Activate TCP/IP and set properties for all requicednections as follows.
Note TCP Dynamic port set to O forces use of dyogmort feature, i.e. set it
blank to activate the static port

TCP/IP - vlastnosti

Protacaol | 1P Addresses
= ~
Ackive Yes 1
Enabled e
IP Address 192,192,15,55
TP Dynarnic Ports
TCP Port 1433
[i72]
=
Ackive =]
Enabled as
IP Address 127.0.0.1
TP Dynamic Ports
TCP Port 433
E —
TP Dynarnic Ports
TP Part 1433 hd
P2
Ok l [ Starno

® Application note
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Microsoft SQL server setup — user authentication

In Microsoft SQL Server Management Studio set adstrigtor “sa” account
properties.

" Microsoft SQL Server Management Studio

File Edit “iew Debug Tools  Window

_Q_Neruerv D:j E‘@ [ﬁg = @_

Object Explarer > 0 X

Cornect~ | Ed &) m 7 [F] ﬁ
= La MNE-161SQLEXPRESS (SQL Server 10,5
[l Databases
= [ Security
= [ Logins
a. ##MS_PolicyEventProce:
‘r_& ##MS_Policy TsglExecutic
A admin
5] BUILTIMiUsers
L NT AUTHORITYMETWOR

% WT AUTHORITYISYSTEM
WAGDDOMU151938

Community  Help

SetSQL Server authentication to access the database using username and
password

F Login Properties - sa

gl s - b
_§|7‘ Server Roles
12 User Mapping Login name: |E | Search...
& Status
Pazsword: |ooooooooooooooo |
LConfirm password: |oo.ooooooooooo.
[ Specify old passwaord
[ |
| |
fieady Default database: | master b |
Default language: | English M |
I[ 0K II [ Cancel

XAMPP configuration

To enable the PHP MS-SQL database handling the :iIRFBonfiguration
file should be edited in folder “~/xampp/php” fold@o activate the feature
just uncomment (delete “;”) the php_mssql.dll esien as follows.

964 rextension=php intl.dll
965 rextension=phpr ldap.dll
966 extensiu:un=php_?nu:rgrpt.dll
QET-‘I extensiun=php;mssql .dll |

S68 rextension=php mysgl mysglnd.dll

TAatlwarrarel AT1

OF0 avtarnodimmn=rhn wmrroee ]

Restart the XAMPP Apache server to activate it.
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3.2 Create TO-PASS database
MySQL

Open the MySQL administration tool by typing URttp://localhosior

http://127.0.0.1and click the PhpMyAdmin” item in the XAMPP menu.

Jaan Iocathost [ localhost | phpr...

€

o EEOA

cdeol {1}
information_schema (28)
mysgl (Z23)

phpmyadmin (8)

Please select a database

C | @ locahost/phpmyadminindsx: phprdb=mytopassdb_revRtoken=21883453a04 145chhdes20ale6c17ble T & X

phpriyAdmin

23 Server: localhost
jgDatabases SOL ¥ Status
&Pmcesﬁes fExpol

[g) Variables Chalsets @Engines g Privileges

Actions MySQL
& Change passwaord &3 Server: localhost via TCP/P
Log out & Server version: 5.1.41

» Protocol version: 10
b User root@localhost
MySOL charset: UTF-8 Unicode

MySQL localhost

W Create new database

T — utfd
| IEU”E]IIUH v i
Web server
WySQL cannection callation: | utfd_general_ci v » Apache/2.2.14 (Win32) DAV/2

— mod_ssl2.2.14 Open35L10.9.81
mod_autoindex_color PHP/A.3.1

Interface ¥ MySAL client version: 5.1 .41
¥ PHP extension: mysyli

% Language @: | English a
guage ©: [Englis phpMyAdmin
@ Therme / Style: | Original ¥
b Wersion infarmation: 3.2.4
» Custom color (5 B} Documentation
» Font size: [82% v B ki

& Official Homepage
b [Changelog] [Subversion] [Lists]

= | Open new phphyAdmin window

Click “Import” and further “Choose file” button tocate the TO-PASS
database batch file.

Siaa locathost [ localhost | phpr...

&

phplilyAdemin
at Ba
cdeol (1)
information_scherma (28)

mysgl (23)
phpryadmin (8)

C | @ locahost/phpmyadminfindex php?db=mytopassdb_revRtoken=21883453a04 145chhde920aletc 17b1a we X

o4 Server: localhost
(gaDatabases . FIS0L HFStatus [F)Variables Chalsels @Engines & Privileges
SProcesses #Export [almport

rFile to import

L2
Location of the text file | Chodse File | ng file chosen (Max: 128 MIB)
Character set of the file: }Tt_f_B ;_|
Imported file compression will be automatically detected from: Mane, gzip, bzip2, zip

r Format of imported file
@ SaL

Options
SOL compatibility mode MOMNE hd

DD not use AUTO_INCREMENT for zero values

¥

b

= Open new phphdyAdmin window

Press “Go” button create application note databalled “mytopassdb”.

waGo

Application note
A301100



Chybal! Styl neni definovan. « 11

s locathost | localhost | phpi...

€« C | @ locahost/phpmyadmin/index.phprdb=mytopassdbtoken=21883453a04 145¢chdes20ale6c17b 1a bdil. IR
W’g 73 Server: localhost
2 (2 {gaDatabases JISOL FStatus [Z)Variables [fT]Chaisets fiEngines g Privileges
#yProcesses @hExport Jalmport

« cdeol (1)

« information_schema (28) | & Impon has been successfully finished, 14 queries executed |
» mysil

* rnytopass

+ phamyadmin |—Fi|e to import |

Click the ‘mytopassdb’ to see the database stractur

s locathost { localhost [ myto.,.,

*« C | @ locahost/phpmyadmin/ndex.php?db=mytopassdbBtoken=21883453a04145¢ctbdeg20a1e6c17b1a 9l X
qu ¢4 Server: localhost p @ Datahase: mytopassdb
o 0o B Structure @60L  OSearch [giOuery #hExport Fhlmpont oEDesigner %2 Operations
R eaPrivileges [ Diop
Hnesy Tahle . Action Records  Type Collation Sizy|
|mympassdh 3) V| 1

[ process data E o= [ X 0 MylSAM  latind_swedish_ci 15
mytopassdb (3) Ki]
P it [ process_data_modbus | = o % [ X 0 MyISAM  latind_swedish_ci 1.
2 i

B process data_modbus
B setpoints [0 setpoints

fil
@
i)
l)#l

M X Z MylSAM  latind_swedish_ci 2
E

3 table(s) Sum 2 MylSAM latin1_swedish ci 4.
&

+ Check All / Uncheck All iWith selected:

Next step is to copy and modify the PHP scripts.

MS-SQL

Open Microsoft SQL Server Management Studio andtethe application
note TO-PASS database batch file for MS-SQL. Opend “Execute”.

- Microsoft SQL Server Management Studio

File Edt ‘Wew Debug Tools ‘Window  Community  Help

_:Q__NeruEry DU D‘g L;}H = @i

— b B ol s = ol L2 0 Le
| | ~MyToPassDb.ms...sdb (sa (52))| - X
- = |
Conmectr #3 #3 » 7 (7] 5 || EICREATE DATABASE [mytopessdh] ON PRIMARY Z
o ( NAME = N'mytopassdb', FILENAME = N'C:%Program Files'\Microsoft 3
= Ld 127.0,0.135QLEXPRESS {50L Server LOG ON 1
= [ Databases - . —_— ) .
o L? Gystem Databases { NAME = N'mytopassdb log', FILENAME = N'C:\Program Files\Microso
TR, L2
® Ij test ALTER DATABASE [wytopassdbh] SET COMPATIEILITY LEVEL = 100
& [ Security GO
# [ Server Objects ALTER DATABASE [wytopassdb] SET ANSI NULL_DEFAULT OFF
= [ Replication GO
® [ Management ALTEER DATABLSE [mytopassdb] ZET ANSI NULLE OFF ol
' | ¥ |
| L3 Messages

{2 rowis) affected)

3 i ;@Query executed successf..  127.0.0.1030LERPRESS (10,50.,,  sa(S2) mytopassdb  00:00:01 Orows

i3

Feady

Now the TO-PASS database in SQL server is readyder
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3.3 Publish TO-PASS PHP scripts

The folder “~/xampp/htdocs” is the web server’'strimbdder. All files within
this folder are accessible for HTTP-Clients. Otthstributions refer to this

folder as “wwwroot”.

Create the folder “mytopass” in the root foldestore your TO-PASS scripts.

Copy the attached files (shown below) into thislésldepending on the

database engine you use (either MySQL or MSSQLifspec

& style Css
= [ [xampp] |j config.inc php
= [ [htdocs] [ index php
= [mytopass] [ ] savecompreszeddata php
[ ] savedata php
[ 7] setpoints php
Filename: Description:
index.php Presentation layer to show stored data.
config.inc.php Defines user specific constants.
savedata.php Script API called by TO-PASS clienhgert data into databage.
savecompresseddata.php  Script API called by TO-PAS6t to insert data into databagse

(request in compressed form processing TO-PASS desdries

761).
style.css Cascading style sheet for presentatia@n la
setpoints.php Service script to update the preddfitevice setpoints

To make changes to the default server values (sbogt name, user name,
password, topass database name, etc.), op&ortfig.inc.php script using a

text editor (e.g. Notepad) and enter the changes.

/m(-

* datakase parameters

&

§db_server = "localhost':
§db_user = "root";
fdb_password "gago™;:
§db_databaze Moytopassdh™;

Jf:(-f

# device id wused by index.php to select 2 single device

=
fdevice id = "HyS41";

The server is configured and ready for data pracgss

waGo
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4 Set up a TO-PASS client

Currently there are two device groups who couldaact O-PASS clients:
the WAGO Ethernet-Controller and the TO-PASS Sefgs device.

To operate with TO-PASS Series 761 devices you aaextiditional SIM-
card that is enabled for data exchange. Additigngtur XAMPP server must
be reachable from the internet. For detalls, refezdhe Series 761 device
manual.

Accessibility from the internet requires additiosahfiguration, such as:
-“port forwarding” from your NAT-Router to the XAMP server,

- a DynDNS account like “myToPassPortal.dyndns.evgich makes your
router accessible from the internet when your mgeprovider only assigns
dynamic IP addresses.

Using a WAGO Ethernet-Controller inside a localwmik is easier to
demonstrate, and will be discussed in this example.

h:‘”a 192.168.1.0024 ‘[;._][ "

 DWrRANEY

MyToPass §

Together with WAGO’s GPRS-VPN-Router 761-520, yan apply this
solution for wireless WAN applications as well.

" s N mﬂﬁ - [

GSIIGRR :

MyToPas

TRANET

In each of these cases, the basic functionaliiyasame. A client sends a
HTTP-POST-Request (together with process data)sfeaialized script on a
web server. The web server processes the requiseads a HTTP-Response
back containing “values stored”.

Application note ®
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4.1 Ethernet Controller as TO-PASS client

OpenWagoLibToPass01_ExampleOl.pran CodeSys 2.3.
You will find a PLC program which makes use of thection block
TOPASS_ClientBasicfrom the libraryWagoLibToPass_01.lib.

ooo1

[* Convert and assign To-Pass process data )

AssignRequesthata

oooz

MyToPassClient

TRIE—

'192.192.15.33 "
'mytopass/ savedata. php '+
'Mys41 |-

EELNER
arinalogInputValues—
asinalogInputlUnits—
axdinalogInputdlarmF lags—
axligital InputValues—
axligitalInputilarmF lags—
awtModbushata—|

ADER (st TopassBuffer) -
xDatalvailahle—

XEnahle
s3erver
s3cript
shevicelIlD
tCyzleTime
arAIValues
ashIlnits
axAIilarwlF lags
axDIValues
axDIhlarwF lags
awModbushata

pstTopassBuffer

TOPASS_ClientBasic
s3tatus
udiCountiuccess
udiCountFailed)
dtLastSuccessful
dtLastError
duLastError
sLastError
arAiValues
axDOValues

xResponselatalvailable &=

F—udiCountOK
—udiCountBALD
—dtLast oK
—dtLastBLD
—duLastEAD
—=LastBAD

aoo3

[* Conwert setpoint waluss to local varishles *)

ProcessResponselata

The program consists of three networks.

used by the function block TOPASS_ClientBasic.

In Network one, the process data are convertectapigd to arrays

Network two processes all the TO-PASS specific @hand provides

some statistics about successful and failed trassams. Setting is

required as foll

ows:

0 Set input “sServer” with the hostname or IP-addoés®ur
XAMPP-server. For hostname, don’t forget to confega DNS
server for host name resolution.

0 Set the relative link to the PHP API script in “gft’ (for this
application note ‘mytopass/savedata.php’)

0 Set device identifier to obtain setpoints. Use Palmin
database administrator to insert setpoint valuegdor
“sDevicelD”, otherwise the TO-PASS returns only tiaalue
stored” without additional parameters.

Response if available for the current “sDevicelD”,

Network number three retrieves setpoint valuesobtite HTTP-

If everything is working fine, the output “udiCoshccess” is incremented
otherwise the output “sLastError” will point to theoblem.

waGo
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5 Test and analyze your TO-PASS solution

This application note provides just a basic repreg®n layer as a starting
point for developing your own web portal or databapplication.

Using the addredsttp://localhost/mytopass/index.pithe device data should
be presented as follows.

€« C | @ locahost/mytopass/ W A

Topass device (My841) data presentation

Setpoint settings

Dol Doz DO3 DO4

pos [ Dog [ po7 O Dog O

401 A02 AO3 £04

E | & | B i E: |
405 A06 AO7 £08

5 s | 4 ] B 1
Modified: 2011-03-14 12:16:56

Digital and analog values

Time Dl D2 D3I D4 DS D6 DT D8 Al A2 A3 Ad AS Ab A7 A8
2011-

03-14 1 0 1 ] 1 0 1 1 2314 52 220 | 3333 | 4444 || 5005 | 314 | 0815
11:5%:16

Modbus data

Time Channel ~ Value
2011-03-14 11:58:16 | O F5C3
2011-03-14 11:58:16 1 4048
2011-03-14 11:58:16 || 2 F0A4
2011-03-14 11:58:16 | 3 423C

To capture a device with a different identifiergeMy761), change the value
of $device_idin config.inc.php script.

For a deeper insight on how it all works, the dedog tool “wireshark” may
be helpful.

Underhttp://www.to-pass.com/wago-demyu will find a WAGO example
for the representation layer of a heating systemgirLas user “wago” with
password “demo”.

If you don’t want to develop your own presentatiayer scripts contact
info@wago.confor additional information.
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