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completeness of this documentation. However, as errors can never be fully
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We wish to point out that the software and hardware terms as well as the
trademarks of companies used and/or mentioned in the present manual are
generally protected by trademark or patent.
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4 o Important Notes
Legal Principles

1 Important Notes

To ensure fast installation and start-up of the units described in this manual,

we strongly recommend that the following information and explanations are

carefully read and adhered to.

1.1 Legal Principles

1.1.1 Copyright

This manual including all figures and illustrations contained therein is subject
to copyright. Any use of this manual which infringes the copyright provisions
stipulated herein, is not permitted. Reproduction, translation and electronic
and reproductional archiving and amendments require the written consent of
WAGO Kontakttechnik GmbH & Co. KG, Minden. Non-observance will
entail the right of claims for damages.

WAGO Kontakttechnik GmbH & Co. KG reserves the right of changes
serving technical progress. All rights developing from the issue of a patent or
the legal protection of utility models are reserved to WAGO Kontakttechnik
GmbH & Co. KG. Third-party products are always indicated without any
notes concerning patent rights. Thus, the existence of such rights must not be
excluded.

1.1.2 Personnel Qualification

The use of the product described in this manual is exclusively geared to
specialists having qualifications in PLC programming, electrical specialists or
persons instructed by electrical specialists who are also familiar with the
appropriate applicable standards. WAGO Kontakttechnik GmbH & Co. KG
declines any liability resulting from improper action and damage to WAGO
products and third party products due to non-observance of the information
contained in this document.

1.1.3 Intended Use

For each individual application, the components are supplied from the factory
with a dedicated hardware and software configuration. Modifications are only
admitted within the framework of the possibilities documented in the manuals.
All other changes to the hardware and/or software and any use of the
components that is not in accordance with the intended use entail the
exclusion of liability on the part of WAGO Kontakttechnik GmbH & Co. KG.

Please direct any requirements pertaining to a modified and/or new hardware
or software configuration directly to WAGO Kontakttechnik GmbH & Co.
KG.
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1.2 Symbols

Danger

Always observe this information to protect persons from injury.

Warning

Always observe this information to prevent damage to the device.

Attention

operation.

Marginal conditions that must always be observed to ensure smooth

ESD (Electrostatic Discharge)

Warning of damage to the components through electrostatic discharge.
Observe the precautionary measure for handling components at risk of
electrostatic discharge.

Note

Routines or advice for efficient use of a device and software optimization.

(ol SN

pages.

Additional information
References to additional literature, manuals, data sheets and INTERNET

1.3 Number Notation

Number code Example Note
Decimal 100 Normal notation
Hexadecimal 0x64 C notation
Binary '100' Within ',
'0110.0100' Nibble separated with dots

WAGO-I/0-IPC
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1.4 Safety Information

/N

Attention
Switch off the system prior to working on bus modules!

In the event of deformed contacts, the module in question is to be replaced, as
its functionality can no longer be ensured on a long-term basis.

The components are not resistant against materials having seeping and
insulating properties. Belonging to this group of materials is: e.g.
aerosols,silicones, triglycerides (found in some hand creams).

If it cannot be ruled out that these materials appear in the component
environment, then additional measures are to be taken:

- Installation of the components into an appropriate enclosure.

- Handling of the components only with clean tools and materials.

Attention
Cleaning of soiled contacts may only be done with ethyl alcohol and leather
cloths. Thereby, the ESD information is to be regarded.

Do not use contact sprays, which could possibly impair the functioning of the
contact area.

The WAGO-I/O-SYSTEM 750 and its components are an open system. It
must only be assembled in housings, cabinets or in electrical operation
rooms. Access must only be given via a key or tool to authorized qualified
personnel.

The relevant valid and applicable standards and guidelines concerning the
installation of switch boxes are to be observed.

ESD (Electrostatic Discharge)

The modules are equipped with electronic components that may be
destroyedby electrostatic discharge. When handling the modules, ensure that
the environment (persons, workplace and packing) is well grounded. Avoid
touching conductive components, e.g. gold contacts.

wAaGo'
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1.5 Scope

This document describes a software update or reconfiguration of the WAGO-
I/O-IPC 758-870/xxx.

The installation is basically performed using a custom boot capable CF card
providing all required data.

Each individual components will be presented and briefly described in the
relevant sections. Furthermore, the creation of a small operational system and
its transfer to the WAGO-I/O-IPC will be shown. Using this system, the target
system will then be able to boot on its own.

The update can also be performed using an existing network connection. In
this case, the required files will be copied to the device to be updated.

The electrical start up of the WAGO I/O-IPC 758-870/xxx and other further
details are not part of this document and will be described in the
corresponding manuals.

Therefore, this document is only valid in relation to the relevant manuals.

WAGO-I/0-IPC
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2 Required Components and Tools for Update via CF
Card

Besides the WAGO-I/O-IPC 758-870/xxx hardware to be updated, the
following components are also required for updating the IPC software:

1. boot capable compact flash card with 256 Mbyte memory
(recommanded type: WAGO CF Card 758-879

2. Card reader for CF card

3. USB keyboard for operating the IPC

4. DVI monitor or DVI -> VGA adapter for connecting a VGA monitor
5. Update tool under Windows PC

Within the whole solution, the individual components including their part
functionality are briefly described in the following sections.

2.1 Boot Capable CF Card

A CF card is used as storage media for updating the software on the WAGO
I/O-IPC. The BIOS of the IPC is preset in such a way that the external flash
(CF card) will precede the internal flash during the boot procedure. In
practice, this means that the start up is always initiated from a boot capable CF
card first, provided that it is plugged in the appropriate slot. Therefore, for the
software update via CF card, which is described here, no settings need to be
made to the BIOS of the WAGO-1/O-IPC.

The following types of CF cards should be used: 758-879 card available from
WAGO. Failure-free operation is not guaranteed when using CF cards from
other manufacturers, particularly with regard to the boot behavior which is
problematical.

Note
A NOT all "Kingston" CF cards are recommended. In some cases, they may
cause problems when booting up and identifying the card.

2.2 Card Reader

On the hardware side, the boot capable CF card is created from a Windows
based system using a CF card reader, in which the CF card is installed. Both
internal devices and external modules connected via USB (1.1 or 2.0) are
suitable for this purpose.

wAaGo'
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2.3 USB Keyboard

Operating the update software on the IPC is done via USB keyboard. The
internal USB ports of the WAGO-1/O-IPC support USB 1.1. The keyboard is
automatically recognized and ready to use when connected to the WAGO-1/O-
IPC. Using a lower priced keyboard is adequate for this purpose.

2.4 DVI Connection

To display the processes on the WAGO-I/O-IPC procedures, a visualization
must be created via DVI interface. This can be done by directly connecting a
DVI monitor or using a DVI => VGA adapter ( price approx. $10.00).
Furthermore, any standard VGA PC monitor can be connected to the IPC.

2.5 Update Tool Under Windows

A small program called "PhysDiskWrite.exe" is required to program the CF
card or to create a boot capable CF card from a Windows based system. This
command line program copies the update image (created on a GNU
development environment) to the CF card placed in the reader. The way the
card is created is described in the following section.

WAGO-I/0-IPC
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3 Creation of the Boot Capable CF Card Using
"PhysDiskWrite.exe"

The "PhysDiskWrite.exe" program used to create the boot capable CF card is
a pure command line program and must be started up from the WINDOWS
DOS box. Besides the program, the image (*.img) to be copied to the CF card
is also required to create the update card.

The program automatically identifies all removable media available, so that
they can be specified as only possible copy targets.

The copy process is described in the figures below.
ingabeaufforderung

<DIR>
<DIR>

45 @56 PhysDiskUrite .exe
392.73% PhysDiszkWrite . pdf

117.764.880 UpdateThinkioCodesys0184_pre.img
H 134.217.728 WagoImageBf_B7_04_bin
4 Dateifen? 252_267.323 Buytes
2 Verzeichnis(sel, 1.377.266.776 Bytes frei

D:=~Buf fer~lUpdate ither CF>_

Fig. 1: Folder containing both PhysDiskWrite.exe and images

Ideally, the update image is copied to the same folder containing the tool. In
this case, two different image files are available (see Fig. 1) from which boot
capable media can be created.

=% |Eingabeaufforderung

: PhysDiskWrite [option] image—file

—u verhose, more informations
—? print this usage

—h print this usage

exanple :

Aphysdiskuwrite —v cfCardIimage.img

arning: These commands are potentially dangerous as
they allow you to overwrite your removabhle disk wnintentionally.
=0 please DOUBLE—CHECK the destination disk.

D:=~Buf fer~lUpdate ither CF>_

Fig. 2: Program call without parameters

If the progam is called without parameters, the program usage is displayed and
all possible options are listed (see Fig.2)

WAGo WAGO-1/0-IPC
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Eingabeaufforderung

D:“Buf fer-Update iiher GCFirdir
Datentrdger in Laufuwerk D: ist Daten
Datentriagernunmer: Y476-1931

UVerzeichnis von D:“BuffewrslUpdate liber CF

14.87. 12:16 <DIR> -
14.07. 12:16 <DIR> .-
28 .85 13:-88 45 _85%6 PhysDizkihrite.exe

28.85. 13:1%9 32.732 PhysDiskWrite.pdf
Bae . Qa7 . 1@:51 117.764.800 UpdateThinkioCodesysA184_pre.img
ag.a7. 13:25 134.217.728 YagoImage@d_B7_84. bhin

4 Dateilen> 252.267.323 Bytes

2 Uerzeichnisd(sel. 1.377.966.976 Bytes frei

D:sBuf ferUpdate iibher CFXPhysDizkUrite WagoInmage@dd_A7_A4_hin_

=10 x|

Fig. 3: Program call with transfer of image data

If the program is called with the desired image file, the copy process starts
(see Fig. 3). The CF card must be plugged into the reader before calling the

program.

[+ Eingabeaufforderung - PhysDiskWrite WagoImage08_07_D:

Searching for physical drives...
Found removahbhle media:z
“wowPhysicalDeived
Device geometry :
cyl:s 31
tpc: 255
spt: 63
bps: 512
Which removable media drive do you want to write?
Following are possible:

drive number media

Please check the device geometry and enter a drive number:

=10 x|

Fig. 3: Display of available storage media

Once the program is started, it displays all available storage media (removable
media only) and waits until the drive number is selected. Having only the CF
card plugged here, there is only one drive listed in the table. The actual copy

process starts after the number is selected (see Fig. 4).

Eingaheauffnrderung - PhysDiskWrite WagoImage08_07_D-
Please check the device geometry and enter a drive number: 1

About to overwvrite the contentsz of “S.“PhysicalDrivel with new data.

Proceed? {ys/n> y

42848328 of 134217728 bytes are written

Fig. 4: Display of running copy process

WAGO-I/0-IPC
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After the copy process is performed to the CF card, the card is ready to be
operated as boot capable media and can be directly used in the WAGO-1/O-

IPC. The update process on the Wago-I/O-IPC is described in the following
section.

wAaGo'
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4 System Update on the WAGO-I/O-IPC via CF Card
4.1 Booting up the IPC

Once the CF card is plugged into the WAGO-I/O-IPC, the IPC will be
automatically booted up after switching on the operating power. The boot
process can be displayed on the monitor.

tiopcgil login: root

Password:
After a successful boot, the login prompt is displayed. Type in “root" for the
login and the <ENTER> key for the password. The following prompt for
starting the update program on the CF card will be displayed.

== ThinkIO-P Update Compact Flash Linux ==

== call ./setupmenu.sh to start ==

/SETUP #

/'\ Note that only the American keyboard driver is loaded and you have to press
. the (-) key to select the (/) character.

WAGO-I/0-IPC /]



14 » System Update on the WAGO-I/O-IPC via CF Card
"Setupmenu.sh" Update Tool

4.2 "Setupmenu.sh" Update Tool

To start the update tool, enter ./Setupmenu.sh (please pay attention to the two
first characters) on the Linux console and then confirm by pressing the
<ENTER> key.

4.2.1 Main Menu

Once the program is started, you can select four submenu items with different
functionalities from the main menu.

i) INSTALLATION
Install root file system
Note:
If an installation already exists on the system
everything will be deleted and installed freshly

c) CONFIGURATION
Change IP address and/or root file system
in an already installed system

u) UPDATE
Update Linux Kernel, root file system or
Kbus Firmware

q) QUIT
Your Choice: _

Fig.5: Main menu in setup program
4.2.2 “INSTALLATION” Submenu

An IPC can be completely reinstalled using the sub-menus from the
“INSTALLATION” main menu. This may be necessary, for example, when
upgrading the Linux kernel from version 2.4 to version 2.6, or if a completely
different Linux distribution is required in the future. For safety reasons, we
recommend you to partition the file system.

Note
A The network parameters are deleted during this type of installation. They
must be reset to the desired parameters using =>c) CONFIGURATION.

wAaGo'

WAGO-I/0-IPC



System Update on the WAGO-I/O-IPC viaCF Card + 15
"Setupmenu.sh" Update Tool

P) PARTITIONING
Create partitions, install Linux Loader syslinux

c) CONFIGURATION
Configure IP address and root file system

i) INSTAL RUNTIME
Install root file system

q) QUIT

Your Choice: _

4221 PARTITIONING

When performing a completely new installation, the file system must be
repartitioned first and the operating system installed under => p. To do so,
type the appropriate letter in the command line and press the <ENTER> key.

To cofirm valid the following request,

Do You want to update current Kernel ? [n]: y

press =>y and the <ENTER> key and both the system update and the Linux
kernel installation will start automatically.

After successful completion of this installation step, the selection menu is
displayed again for further installation steps.

4.2.2.2 INSTALL RUNTIME

As the next step in the installation procedure, the update of the CoDeSys
runtime system is performed with => i).

Now you are asked to confirm the request by typing y and the <ENTER> key.

Once the CoDeSys runtime system is successfully installed, the selection
menu is displayed again for further installation steps.

4.2.2.3 CONFIGURATION

This menu item allows you to configure the network parameters of the
WAGO-I/O-IPC. 1t is identical to the CONFIGURATION item from the main
menu, which is described in details in the following section 4.2.3.

4224 QUIT

Select this item to leave the setup program and return to the Linux console.

WAGO-I/0-IPC /]
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4.2.3 “CONFIGURATION” Submenu

4.2.3.1

4.2.3.2

The network parameters can be set up by selecting => ¢ (CONFIGURATION)
from the main menu. The BootP, DHCP and RARP IP configurations can also
be selected besides fixed IP addresses for HOST, Server, Gateway, etc.
Furthermore, parameters can also be set for the Ethernet port eth1 (X8).

Network setup to “BootP” protocol

The way to set the “BootP” start behavior after calling up the menu item is
described below. When delivered, the BootP server is preset as network
configuration.

After starting the network configuration, a list of all currently selected
network settings will appear or a message indicating that no network settings
are available.

Do you want to change configuration [n] => vy

Accept the following request by pressing the y key to continue the procedure.

Do you want to set default configuration [n] => n

Accept the request by pressing the y key to reset to the default setting of the
BootP server.

Once the configuration is completed, the main menu is displayed for further
settings or to exit the program.

Network setting to a fixed IP address

Setting the Ethernet port ethQ (Port X9) to a fixed IP address on the network
side is described in this section.

After starting the network configuration, a list of all currently selected
network settings will appear or a message indicating that no network settings
are available.

Do you want to change configuration [n] => vy

Accept the following request by pressing the y key to continue the procedure.

Do you want to set default configuration [n] => n

The request is acknowledged by pressing the n key, so that the user-specific
settings can be configured.

First, you will be asked for the “hostname” which can be any word you like. A
default value is enclosed in square brackets, which is set at the factory.

wAaGo'
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Hostname : [thinkioc]

After entering a hostname, use the <ENTER> key to accept that name.

The IP configuration is set as follows:

IP Configurations:
bootp: Automatic address setup (via BOOTP)

dhcp: Automatic address setup (via DHCP)

rarp: Automatic address setup (via RARP)

fix: Static address setup

Type new IP configuration method [bootp] => fix

To configure a fixed IP address, select "fix" and submit.

Then the desired network parameters can be entered and submitted.

Host IP-Address : [193.102.136.90] => 192.168.0.7
Server IP-Address : [0.0.0.0] => 0.0.0.0
Gateway IP-Address : [0.0.0.0] => 0.0.0.0
Netmask : [255.255.255.0] == 255.255.255 .0
DNS Nameserver 1 IP-Address (Enter '. " for none)

Domain name (Enter '.  for none)

With this, the configuration of the Ethernet interface ethO (X9) is completed.
The new parameters will take effect once the device has been restarted.

If desired, a fixed IP address can be assigned to the second Ethernet interface
ethl (Port X8) as shown below.

Enable ETH1 Host IP-Address for eth 1 (Y/N) : [N] => n

If the second Ethernet interface doesn't need to be configured yet, this request
will be negatively acknowledged to complete the configuration.

The network settings can be modified at any time using the Web-based
management system of the WAGO-I/O-IPC.

Once the network configuration has been successfully completed, the main
menu is displayed for further settings or to exit the setup program.

4.2.4 “UPDATE” Submenu

By selecting => u (UPDATE) from the main menu, the following submenu
will be displayed, which allows you to modifiy individual WAGO I/O-1PC
software components.

WAGO-I/0-IPC
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4241

4242

4243

k) KERNEL
Update Kernel bzImage

r) RUNTIME SYSTEM
Update root file system

b) KBUS FIRMWARE
Update the Firmware of the KBus-Controller

q) QUIT

Your Choice: _

In the simplest case, this option is the fastest way to update individual
components without changing the settings of network parameters. Both the
application program and all preset device parameters remain unchanged.

KERNEL

This section shows how to update the Linux kernel of the WAGO-I/O-IPC. To
do that, type => K) in the command line and press the <ENTER> key.

After the current configuration is displayed, the following request

Do You want to update current Kernel ? [n]: y

is confirmed by pressing =>y and then the <ENTER> key. The installation of
the Linux kernel starts automatically.

After successful completion of this installation step, the selection menu is
displayed again for selection of a further installation step.

RUNTIME SYSTEM

As the next step in the installation procedure, the update of the CoDeSys
runtime system is performed with =>r).

Again the request is confirmed by pressing => y and then the <ENTER> key.

Once the CoDeSys runtime system is successfully installed, the selection
menu is displayed again for selection of further installation steps.

KBUS FIRMWARE

Besides updating the IPC software components, the firmware of the Kbus
interface can also be upgraded.

wAaGo'
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4.2.4.4

The request

Do You want to update current Kbus Firmware ? [n]: y

is confirmed by pressing =>y and then the <ENTER> key. The automatic
installation of the Kbus firmware is initiated directly after confirmation and
requires about 3 minutes.

QUIT

Select this item to leave the setup program and return to the Linux console.

WAGO-I/0-IPC /]
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5 System Update of the WAGO-I/O-IPC via Network

Besides the possibility of updating the WAGO-1/O-IPC firmware directly on
the device (as shown previously) via a CF card, both the Linux kernel and the
CoDeSys run-time system can be upgraded using an existing network
connection (firmware version 2.4.31 0105 05 or later is required for this
feature).

The following sections provide a detailed description of all the steps required
to complete this update.

Besides the update files and a network connection to the WAGO-1/O-IPC, this
update requires the following software tools:

1) Telnet program (like Windows Telnet or the “Putty” freeware program, for
example; http://www.putty.nl/download.html).

2) FTP program to download the update files to the WAGO-1/O-IPC

5.1 Copying the data to the WAGO-I/O-IPC

The first step in updating the system via the network is to copy the update files
into the file system of the WAGO-I/O-IPC. The simplest way to do this is via

an FTP connection from the host computer, e.g. using “Total Commander
6.0”.

Fig. 5.1 shows the appropriate menu for establishing the connection in "Total
Commander".

FTP: ¥erbindungsdetails

Titel: IFC)

Servernarne]: Port]: |192.1.1.2D1

Anonpme Yerbindung [e-Mailddrezse als Passwort) I

Eenutzemame: Iuser

Pazzwort: I

Warnung: Das Speichern des Pazswortz ist ein Sicherheitsrisikol

Entferntes Werz.: I

Lokales Yerz.: I »r |
Sende Befehle: I
Server-Tup: IAutomatische Erkennung j

[~ Benutze Firewall-Server [Praxy)

[1r01.414 = | e |

I~ Passiven Modus fur Transfers venwenden [wie Wi -Browser)
[~ Sende Befehl zum Aufrechterhalten der Verbindung
Befehl: INDDP VI Sendeinteryall: Alle ISD ]

ok | abbrechen | Hire |

Fig. 5.1: FTP connection with "Total Commander"

wAaGo'
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Note

The access authorization for the FTP connection is done via
User name: user
Password: user00

After logging into the file system of the WAGO-1/O-1PC, you are in the /data
folder. The CoDeSys application is automatically stored in this folder to
which the user has read and write access.

The update files must be copied from the PC to this folder so that they can be
identified for update after restarting the system.

The following files must be transferred to the target system via FTP:
1) update.tgz

2) bzimage.update

5.2 Linux Filesystem "Sync"

After successfully copying the update files, these files must still be registered
in the Linux system so that the update can be performed automatically after
restarting the device. This is done by issuing the “sync” command directly on
the Linux shell of the device or over the network via Telnet connection.

The procedure using a Telnet connection with "Putty" is described as follows:

Once the connection is established with the “Putty” Telnet program, logging
to the WAGO-I/O-IPC is done via the following access data:

login: user
Password: user00

The next step required is the login of the administrator. This is done via:

su
Password: ko2003wa

Then synchronization is done by directly entering
sync

After successful login and synchronization, the console of the WAGO-1/0O-
IPC will appear (via Telnet) as shown in Fig. 5.2 .

WAGO-I/0-IPC
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#*192.168.0.1 - PuTTY

Linux 2.4.31-adeos (192.185.0.100) (pts/0)

n login: user

Fig. 5.2: Linux command line console after login and sync

The synchronization process is then completed and the WAGO I/O-IPC can be
rebooted for update.

5.3 Automatic Update of the System

The easiest way to remotely reboot the device and start the actual update
procedure is by executing the following command:

/sbin/reboot .

When restarting the WAGO-1/O-IPC, the update files are automatically copied
to the appropriate directories. The copying process, which takes about 1
minute to complete, can be displayed on a DVI monitor.

After the update has successfully completed, the update files are automatically
deleted from the file system and the WAGO-I/O-IPC can be rebooted with the
updated software.

Both network settings and application program remain unchanged so that the
application can start running immediately after the last restart.
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6 Examples

6.1 Complete Reinstallation onto the WAGO-I/O-IPC via CF
Card

Due to both bug fixes within the Linux kernel and large software extensions, it
is sometimes necessary to perform a complete reinstallation of the system onto
the WAGO I/O-IPC, as a simple update of the components doesn't work. In
case of doubt, this remains the safest way to update the WAGO 1/O-IPC as all
software components will be updated. To do so, follow the required step by
step instructions below.

e Start the update tool "Setupmenue.sh"
e Select menu item "i) INSTALLATION" in main menu

e Select both the menu item "p) PARTITIONING" in the submenu used for
partitioning the flash module and the reinstallation of the kernel. The
network parameters will be reset to the default value and must be
readjusted if necessary.

e Select menu item "i) INSTALL RUNTIME" in the submenu used for
installing the CoDeSys runtime.

e Select the menu item "¢c) CONFIGURATION" in the submenu used for
setting the boot behavior to "BootP* (see section 4.2.3)

Select => q (QUIT) to exit the menu. The installation is then complete.

The CF card must be removed from the WAGO-I/O-IPC before rebooting.
The system starts with the new system and is ready for operation.

6.2 Runtime Update on the WAGO-I/O-IPC via CF Card

This example shows how to update the runtime version of CoDeSys. All
parameters for the network communication remain unchanged.

e Start the update tool "Setupmenue.sh”
e Select menu item "u) UPDATE" in the main menu

e Select the menu item "r) RUNTIME" in the submenu designed for
updating the runtime system.

Do you want to continue? [n] => vy

ne,n

Enter "y" so that the update process can start.
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