Manual

\,

WAGO ETHERNET Accessories 852
7-Port 100BASE-TX + 2-Slot 100BASE-FX
Industrial Managed Switch

852-104

Assembly, Installation and Handling

wAaco

Version 1.1.3

INNOVATIVE CONNECTIONS



2 WAGO ETHERNET Accessories 852
852-104 7-Port 100BASE-TX + 2-Slot 100BASE-FX Industrial Managed Switch

© 2011 by WAGO Kontakttechnik GmbH & Co. KG
All rights reserved.

WAGO Kontakttechnik GmbH & Co. KG

Hansastralle 27
D-32423 Minden

Phone: +49(0)571/887-0
Fax: +49 (0) 571/8 87 — 1 69

E-Mail: info@wago.com

Web: http://www.wago.com

Technical Support

Phone: ~ +49 (0) 571/8 87 - 555
Fax:  +49 (0)571/887 - 8555

E-Mail: support@wago.com

Every conceivable measure has been taken to ensure the accuracy and
completeness of this documentation. However, as errors can never be fully
excluded, we always appreciate any information or suggestions for improving the
documentation.

E-Mail: documentation@wago.com

We wish to point out that the software and hardware terms as well as the
trademarks of companies used and/or mentioned in the present manual are
generally protected by trademark or patent.

Manual

WAEU Version 1.1.3



WAGO ETHERNET Accessories 852 Table of Contents 3
852-104 7-Port 100BASE-TX + 2-Slot 100BASE-FX Industrial Managed Switch

Table of Contents

1

1.1
111
1.1.2
1.1.3
1.14
1.2
1.3
14
1.5
1.6

2

2.1
2.2
2.3

3

3.1
311
3.1.2
3.13
3.2
321
3.2.2
3.2.3
3.3
3.3.1
3.3.2
3.3.3
3.4
3.5
3.5.1

4

5
5.1

6

6.1
6.2
6.3
6.4
6.5

7

7.1
7.2

IMPOITANT NOTES ... 5)
LEGAI BASES ....eeeueeeieeitieiieie ettt et 5
SUDJECT t0 ChaNQES ...cvvicieceee e 5
Personnel Qualification ............ccccovviiii e 5
Proper Use of the Industrial SWItChes ...........ccccccvivevi i, 5
Technical Condition of Specified DeViCesS..........cccovereeieiieiieneeiee 5
Standards and Regulations for Operating the Industrial Switches............ 6
SYMDOIS ... s 7
Safety INfOrmMation ..........cccovv e 9
FONE CONVENTIONS ...ttt 10
NUMDET NOTALION.......oiiiiiiiieiieeee s 11
GNETAL.....iiiie s 12
Package CONENES ..........ccccciiiiiiii s 12
Industrial Ethernet TeChnology .........ccceeveieiieiiceseee e 12
Switching TeChNOIOgY .......ccooviiiiiiice s 12
Hardware DeSCrIPLION .........coviiiiieiie et 14
CONNECTONS. ...ttt 15
10/100BASE-TX POIS....cueiiiieieieiesiesiesiesieseeeeeeseesie e sie e ssessensens 15
L1OOBASE-FX POITS ..c.eoviiiiiiieiieieiesie et 15
RS-232 (RJI-45)...eeiti ittt 15
WIBWS ...ttt bbb bbbttt bbbt 16
Front View of Industrial Managed SWiItCh...........ccocvviiiiiiiiiiinnne 16

TOP View of Industrial Managed SWitCh ...........ccccceveviviievieinenen, 17
Back View of Industrial Managed SWitCh...........cccoovvvriiiiiiiinninnne 18
Display €IEMENTS .......c.oiiiiieiee s 19
UNIELED S oot 19

POME LED S ..o 20
RESET BULION ... 20
Operating ElEMENTS. .......cveiieiirereee s 21
CoNNECHION BIEMENTS .....cvveieie e e 23
Power INpUt (PWR/RPS) ......cciiiiiiieieic e 23
ASSEIMDIY ... 24
INSTAIIATION ... s 24
DIN Rail MOUNEING ...vvoviciccic e 24
CONNECTE DBVICES ...ttt bbbt 26
DC PoWer CONNECLION. ........coviiiiiiei i 26
External Alarm Contact CONNECLION ..........cccovvvieenieieie s 26
Fiber Cable CONNECLION........c.ccv i 27
Copper Cable CONNECLION ........cveiieiieececce e 28
Console Port Cable CONNEBCLION ........covviiiiieiesie e 28
ENNANCed FEATUIES.........cveiieie e 29
Jet Ring — for Communication Reliability ...........ccccccooeiiiiiiiiiiiciee, 29
How Jet Ring Recovers in less than 300 MS.......ccccooeevveievieeneniiesiennns 29

Manual
Version 1.1.3



4 Table of Contents WAGO ETHERNET Accessories 852

852-104 7-Port 100BASE-TX + 2-Slot 100BASE-FX Industrial Managed Switch

waco'

7.3 XPIESS RING . eeeuieiiieiieite ettt e e esre e re e sneenes 30
7.4 CoUPIING RING .o e 31
8 CONFIGUIATION ...t 32
8.1 Overview of Configuration OPtioNS.........ccccvevieieeriiiie e 32
8.2 A - CONSOIE POt 33
8.2.1 Connecting a HyperTerminal ...........ccccoveviviieiiiene i 34
8.3 B — Menu driven User Interface via Telnet.........c.ccoovveiiniinninienninnn, 38
8.3.1 DHCP Configuration MENU..........cccueiieieiieseeie e eie e sneee s 42
8.3.2 Device Control Menu (DCM) ......cccoviiiiiieiiee e 43
8.3.3 (DCM)/Bridge MENU ......ccueiiiiieiiiieieiiesie et 45
8.3.4 CoupliNg RING ..o 51
8.3.5 (DCM)/VLAN (Virtual Local Area Networks) Menu ..........c.ccccue.e.. 52
8.3.5.1 VLAN Type SeleCt MENU........cceeveiiiiieieee e 53
8.3.5.2 Tag-DASEd VLANS .....coiiiieieite et 54
8.3.6 Management Setup Menu (MSM)........cccooveiiiieiicie e 67
8.4 C — Using the Internet Browser INterface ............ccoovvveienenencnencnnennns 74
8.4.1 OVEIVIBW ...ttt sttt 74
8.4.2 SYSTEM DTS ... 75
8.4.3 CoNFIQUIALION.....cviiiecicce et 77
8.4.4 Bridge IMENU......ccoiiiiiieieee e 79
8.4.5 CoupliNg RING ..ot e 84
8.4.6 Virtual Local Area Networks (WVLAN)......ccovvieiineieneneseeeeees 85
8.4.7 IGMP Menu — Using the IGMP MenU...........ccccocveieiieiecie e, 93
8.4.8 The MAC MENU ..ottt 94
8.4.9 (@ 10 I3 1Y, [T o1 T PP 97
8.4.10 Management Configurations ...........ccoceveririnieiere s 99
8.4.11 SNMP ConfigurationsS ..........cccevveiieiiiiesie e 100
8.5 D — Command Line Interface via Telnet/Console port...........ccccveveeeee 107
8.5.1 Simple Net Management Protocol (SNMP) configurations using CLI1114
9 TeChNICAl DAtA........ccviiiiiiiisieie s 117
9.1 APPIOVAIS ..o 118
10 TroubleSNOOTING .....cooiiieieie s 119
Y o] o<1 0 o | OSSP TSR PRPPP 120
I S N o o =100 QST 120
1111 Console Cable (RJ-45t0 DB9)......ccooeiiriiiiiiiiniecenese s 120
11.1.2 RJI-45 CabIES. ..o s 121
112 APPENTIX B oo s 122
11.2.1 Application DIiagram ..........ccccveeieeieiieieeie e 122
113 APPENTIX C oo 123
11.3.1 SNIMP TTaP LISE .vveieieiieiesieseee e 123
114 APPENTIX D oo s 124
114.1 Default SELtINGS ...ccvveveciece e 124
LISt OF FIQUIES ..ottt nne s 128
LISt OF TaDIES.....eiiieieee s 131
Manual

Version 1.1.3



WAGO ETHERNET Accessories 852 Important Notes 5
852-104 7-Port 100BASE-TX + 2-Slot 100BASE-FX Industrial Managed Switch

1 Important Notes

This section includes an overall summary of the most important safety
requirements and notes that are mentioned in each individual section. To protect
your health and prevent damage to devices as well, it is imperative to read and
carefully follow the safety guidelines.

1.1 Legal Bases

1.1.1 Subject to Changes

WAGO Kontakttechnik GmbH & Co. KG reserves the right to provide for any
alterations or modifications that serve to increase the efficiency of technical
progress. WAGO Kontakttechnik GmbH & Co. KG owns all rights arising from
the granting of patents or from the legal protection of utility patents. Third-party
products are always mentioned without any reference to patent rights. Thus, the
existence of such rights cannot be excluded.

1.1.2 Personnel Qualification

All sequences implemented on Series 852 devices may only be carried out by
electrical specialists with sufficient knowledge in automation. The specialists
must be familiar with the current norms and guidelines for the devices and
automated environments.

All changes to the controller should always be carried out by qualified personnel
with sufficient sufficient skills in PLC programming.

1.1.3 Proper Use of the Industrial Switches

The device is designed for the IP30 protection class. It is protected against the
insertion of solid items and solid impurities up to 2.5 mm in diameter, but not
against water penetration. Unless otherwise specified, the device must not be
operated in wet and dusty environments.

1.1.4  Technical Condition of Specified Devices

The components to be supplied Ex Works, are equipped with hardware and
software configurations, which meet the individual application requirements.
WAGO Kontakttechnik GmbH & Co. KG will be exempted from any liability in
case of changes in hardware or software as well as to non-compliant usage of
components.

Please send your request for modified and new hardware or software
configurations directly to WAGO Kontakttechnik GmbH & Co. KG.
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1.2

Standards and Regulations for Operating the
Industrial Switches

Please observe the standards and regulations that are relevant to installation:

. The data and power lines must be connected and installed in compliance
with the standards to avoid failures on your installation and eliminate any
danger to personnel.

. For installation, startup, maintenance and repair, please observe the accident
prevention regulations of your machine (e.g., BGV A 3, "Electrical
Installations and Equipment™).

. Emergency stop functions and equipment must not be deactivated or
otherwise made ineffective. See relevant standards (e.g., DIN EN 418).

. Your installation must be equipped in accordance to the EMC guidelines so
electromagnetic interferences can be eliminated.

. Please observe the safety measures against electrostatic discharge according
to DIN EN 61340-5-1/-3. When handling the modules, ensure that
environmental factors (persons, workplace and packing) are well grounded.

. The relevant valid and applicable standards and guidelines regarding the
installation of switch cabinets must be observed.

waco'
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1.3 Symbols

A DANGER

Personal Injury!
Indicates a high-risk, imminently hazardous situation which, if not avoided, will
result in death or serious injury.

A DANGER

A Personal Injury Caused by Electric Current!
- b Indicates a high-risk, imminently hazardous situation which, if not avoided, will

result in death or serious injury.

Personal Injury!
Indicates a moderate-risk, potentially hazardous situation which, if not avoided,
could result in death or serious injury.

A CAUTION

Personal Injury!
Indicates a low-risk, potentially hazardous situation which, if not avoided, may
result in minor or moderate injury.

NOTICE

Damage to Property!
Indicates a potentially hazardous situation which, if not avoided, may result in
damage to property.

NOTICE

‘A Damage to Property Caused by Electrostatic Discharge (ESD)!
Indicates a potentially hazardous situation which, if not avoided, may result in

damage to property.

— Note
Important Note!

Indicates a potential malfunction which, if not avoided, however, will not result in
damage to property.

Manual
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Information

Additional Information:
Refers to additional information which is not an integral part of this
documentation (e.g., the Internet).
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1.4

Safety Information

A DANGER

Warning of physical injury

Industrial Switches are exposed operating equipment. They may only be
assembled in housings, cabinets or in electrical operation rooms. Access is only
permitted via a key or tool to authorized qualified personnel.

A DANGER

Warning of physical injury
All power sources to the device must always be switched off before performing
any installation, repair or maintenance work.

Warning of physical Injury due to electric current

Because invisible laser radiation may be emitted from the aperture of the port
when no cable is connected, avoid exposure to laser radiation and do not stare into
open apertures.

It concerns here a laser class 1 according EN 60825-1.

NOTICE

Warning of damage to equipment

The components are not resistant against materials having seeping and insulating
properties such as: aerosols, silicones, triglycerides (found in some hand creams).
If it cannot be determined that these materials appear in the component
environment, then the components must be installed in an enclosure that is
resistant against the above mentioned materials. Clean tools and materials are
generally required to operate the device/module.

NOTICE

Warning of damage to equipment
Soiled contacts must be cleaned using oil-free compressed air or with ethyl
alcohol and leather cloths.

NOTICE

Warning of damage to equipment
Do not use contact sprays, which could possibly impair contact area functionality.

Manual
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NOTICE

Warning of damage to equipment
Avoid reverse polarity of data and power lines as this may damage the devices.

NOTICE

Warning of damage to equipment

This is a Class A product. In a domestic environment this product may cause
radio interference in which case the user may be required to take adequate
measures.

NOTICE

A Warning of damage to equipment by electrostatic discharge
The devices are equipped with electronic components that may be destroyed by

electrostatic discharge when touched.

1.5 Font Conventions

Table 1: Font Conventions

Font type |Indicates

italic Names of paths and data files are marked in italic-type.
e.g.. C:\Programme\WAGO-1/0-CHECK
Menu Menu items are marked in bold letters.
e.g.: Save
> A greater-than sign between two names means the selection of a

menu item from a menu.
e.g.: File > New

Input Designation of input or optional fields are marked in bold letters,
e.g.: Start of measurement range
“Value” Input or selective values are marked in inverted commas.

e.g.. Enter the value “4 mA” under Start of measurement range.

[Button]  [Pushbuttons in dialog boxes are marked with bold letters in square
brackets.

e.g.: [Input]

[Key] Keys are marked with bold letters in square brackets.
e.g.: [F5]

Manual
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1.6 Number Notation

Table 2;: Number Notation

Number code Example Note

Decimal 100 Normal notation

Hexadecimal 0x64 C notation

Binary '100' In quotation marks, nibble separated with
'0110.0100' dots (.)

Manual
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2 General

2.1 Package Contents
. One Industrial Switch
. One console port cable (RJ-45 to DB9)
. DIN rail bracket

. Protective caps for unused ports

2.2 Industrial Ethernet Technology

The line of switches from WAGO ensure the scalability of your network
infrastructure with outstanding electrical and mechanical characteristics. These
robust devices are designed for industrial use and they are fully compliant with
IEEE802.3, 802.3u.

They have function monitoring and redundant voltage supply with a supply
voltage range of 9 ... 48 V. Alarm functions are enabled via DIP switch.
Characteristics such as auto negotiation and auto MDI/MDIX (crossover) on all
10/100 BaseTX ports are also realized, as is a store-and-forward switching mode.

2.3 Switching Technology

Another approach to pushing beyond the limits of Ethernet technology is the
development of switching technology. A switch bridge Ethernet packets at the
MAC address level of the Ethernet protocol transmitting among connected
Ethernet or Fast Ethernet LAN segments.

Switching is a cost-effective way of increasing the total network capacity
available to users on a local area network. A switch increases capacity and
decreases network loading by dividing a local area network into different
segments, which don’t compete with each other for network transmission
capacity.

Manual
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The Industrial Switch was designed for easy installation in an industrial
environment where vibration, shock, heat, and RF interference may be
commonplace.

The Industrial Switch, with its small, compact size, was specifically designed for
easy DIN rail mounting and can be installed where space is limited.

The Industrial Switch is ideal for deployment with multiple high-speed servers for
shared bandwidth 10 Mbps or 100 Mbps workgroups. With the highest bandwidth
200 Mbps (100 Mbps full duplex mode), any port can provide workstations with a
congestion-free data pipe for simultaneous access to the server.

The Industrial Switch is expandable by cascading two or more switches together
in a ‘daisy-chain’ fashion. As all ports support 200 Mbps, the Industrial Switch
can be cascaded from any port and to any number of switches.

The Industrial Switch combines dynamic memory allocation with store-and
forward switching to ensure that the buffer is effectively allocated for each port,
while controlling the data flow between the transmit and receive nodes to
guarantee against all possible packet loss.

Other key features are:

. Seven (7) 10/100Base-TX, two (2) 100Base-FX (SFP type fiber
transceivers) and One (1) Console port (RJ-45)

. Rugged metal-1P30 Case

. Vibration/Shock operational

. DIP switches to enable or disable alarm functions

. Under and over-power detection function

. Wide voltage range: 9 ... 48 V

. SNMP management (HP Open View and IBM/Tivoli NetView capable)

. Http/Web browser user interface, CLI and Menu driven user interfaces via
both console and telnet

. Xpress Ring (redundant ring) with less than 50 ms recovery time

. Auto negotiation NWay on RJ-45 port

. Remote & local management

. Extends fiber distance to 2 km (6600 feet) for multi-mode and up to 30 km
(99000 feet) for long-haul single-mode fiber

. Status LEDs for quick and easy network activity monitoring

. Firmware upgradeable

. Console Port (RJ-45) - Use this port for local device management.
Configure the device through a Terminal Emulator/TELNET Program

. RJ-45 Ethernet port supports auto MDI/MDI-X. Fiber Port- Connect various
fiber optic cables (multi mode, single mode, long haul single mode, WDM)
to the fiber port.

Manual
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3

Hardware Description

The Industrial Managed Switch was developed with both “Xpress Ring” and “Jet
Ring” features. The Jet ring offers recovery time of less than 300 ms in case of
any network-link failure — and the Xpress Ring can recover from such a failure
within 50 ms. This makes the Industrial Managed Switch particularly suited for
industrial applications that demand the utmost reliability. The device comes with
7 copper and 2 fiber ports that provide 10/100 Base fiber-to-copper conversion.
With its industrial design, the Industrial Managed Switch ensures "always-on™
connectivity, eliminating costly network downtime.

Being SNMP-ready, the Industrial Managed Switch enables network managers to
remotely monitor the entire network’s status quickly and easily via an RJ-45 or a
console port connection. This Industrial Managed Switch can extend an
enterprise’s industrial Ethernet configuration range up to 30 km, while
simultaneously minimizing troubleshooting time. The Industrial Managed Switch
is designed with 'plug-n-play’ features for hassle-free integration into today's
managed mixed-cabling network configurations.

Featuring Auto MDI/MDI-X detection for direct connection to a workstation,
switch or hub, network managers no longer need to worry about the cable
configuration (cross-over or straight through) when establishing connections
between RJ-45 ports.

The Industrial Managed Switch has auto-negotiation capabilities that allow it to
support connection with leading NWay switches. In full-duplex mode, this unit
can sustain distances of up to 2 km (for multi-mode fiber) and 30 km (for long-
haul single-mode fiber) between it and a LAN switch or another switch or
data/file server.

The Industrial Managed Switch features both RJ-45 jacks and slots for LC (SFP-
type) fiber-optic connectors that allow it to connect a 10/100Base-TX network to
a 100Base-FX (fiber-based) network.

waco'
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3.1

3.1.1

3.1.2

3.1.3

Connectors

This Industrial Managed Switch utilizes ports with fiber or copper port connectors
functioning under Ethernet and/or Fast Ethernet protocols.

10/100BASE-TX Ports

The 10/100BASE-TX ports support network speeds of either 10 Mbps or

100 Mbps, and can operate in half- and full-duplex transfer modes. The ports also
offer automatic MDI/MDI-X crossover detection that gives true “plug and play”
capability — just plug the network cables into the ports and the ports will adjust
according to the end-node devices. The following are the recommended cables for
the RJ-45 connectors:

. 10M — Cat 3 or better / 100M — Cat 5 or better

100BASE-FX Ports

The 100BASE-FX ports add fiber-based Fast Ethernet links to your network
device. Complying with IEEE 802.3u, these ports can transmit data at 100 Mbps
in full-duplex mode across distances of up to 2 km over multi-mode and up to
30 km over single-mode fiber-optic cable. The fiber ports have LC-type
connectors.

RS-232 (RJ-45)

When connecting your Switch's console port to your COM port, use the provided
console cable. For further information see in chapter “RJ-45 Cables “.

Manual
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3.2 Views

3.2.1 Front View of Industrial Managed Switch
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Figure 1: Front view of switch
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Pos. Description Pos. Description
1 Primary Power LED 2 Redundant Power LED
3 Alarm LED 4 POST LED
5 LASER ON LED for fiber 6 Reset button
optic modules
7 TX port 100Mbps LED 8 TX port LNK/ACT LED
9 RS-232 Console port (RJ-45) |10 TX port 10/100 Mbps (7)
11 100 Base-FX LC Fiberslots 12 Fiber 100 Mbps LED (2)
(SFP-type) (2)
13 Fiber port LNK/ACT LED (2) |14 Fiber port Offline LED (2)

3.2.2 TOP View of Industrial Managed Switch

9~48VDC/1.5A @f
— o+

H

>

.
[BI2[S]e[=]N[o]a]aTelT=]
lﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁ%

Figure 2: Top view of switch

Position | Description

1 Grounding Screw

2 Terminal block (male connector) for power input (PWR/RPS) and
alarm dry contact

3 DIP Switches

Manual
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3.2.3 Back View of Industrial Managed Switch

Figure 3: Back view of switch

Position

Description

1

DIN Rail Bracket

2

Screw

waco'
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3.3 Display elements
This Industrial Managed Switch is equipped with Unit LEDs to enable you to
quickly determine the status of the Switch, as well as Port LEDs to see what is
happening across your connection.
They are as follows:
3.3.1 Unit LED’s
Table 3: Unit LED's
Oy " |LED Des_ig- Status | Description
g i i nation
' 0@ PWR Primary Green | Switch uses primary power
. '@}ﬂ} 3« .m;f Power LED |Off  |Primary power off or failure
Figure 4 " Unit LED’s | RPS Redundant |Green |Switch uses redundant power
Power LED |Off  |Redundant power off failure
ALM Alarm LED |Red [lluminated when power fails
or link fails or ring fails (for
Arbiter node)
Off No alarm to report
POST POST LED |Green [POST function successfully
performed
Flashi |Indicating POST function upon
ng start-up
LASER ON |LASER ON | Yello |Hluminated when fiber port is
LED for w in use
fiber-optic |Off | No fiber port is in use
modules
8 (100 Fiber Green |Port operating at 100 Mps
100 Mbps
/ LED Off Port operating at 10 Mps
LINK/ |Fiber port |Green |llluminated when connectors
9 |ACT |LNK/ACT are attached
LED Flashi |Data traffic passing through
ng fiber port
Off No valid link established on
fiber port
OFF Fiber port |Red |llluminated Red when SFP
LINE |Offline device does not exist
LED Off  |Both SFP devices are properly
plug in
Mangal W ®
Version 1.1.3 AE“
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3.3.2

3.3.3

Port LED'S

Table 4: Port LED’s

o LED Desig-  |Status |Description
8 nation
1 100 TX-port |Green |Port operating at 100 Mps (1
100 Mbps LED for each port)
! LED Off Port operating at 10 Mps
LNK/ACT |[TX port |Green |llluminated when connectors
LNK/ are attached (1 LED for each
¢ ACT port)
. LED Flash- |Data traffic passing through
ing port
. Off No valid link established on
port
Figure 5: Port LED’s
Reset Button
Table 5: Reset Button
Desig- Status Description
@ Reset nation
/‘ Reset Press the button for |Restart the system

Figure 6: Reset Button

2 seconds and
release

Note

Please note

The fiber module does not support “half-duplex” mode.

Note

Use a pointed object like straightened paper clip or toothpick to press the Reset

Please note

button.

waco'
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3.4 Operating elements

On the top side of the Industrial Managed Switch there are DIP switches to
configure the alarm and arbiter configurations.

The meaning of the DIP switch settings are described below:

Table 6: Operating elements

:

1]
2]
E
4]
5]
6]
8]

3j3[3lz 2
1)

Figure 7: Operating
elements

. |Desig- |State |Function
nation
PWR |ON Master power alarm reporting is enabled
OFF | Master power alarm reporting is disabled
RPS ON Redundant power alarm reporting is
enabled
OFF  |Redundant power alarm reporting is
disabled
P1 ON Port 1 link alarm reporting is enabled
OFF |ort 1 link alarm reporting is enabled
P2 ON Port 2 link alarm reporting is enabled
OFF  |Port 2 link alarm reporting is disabled
5 |P3 ON Port 3 link alarm reporting is enabled
OFF  |Port 3 link alarm reporting is disabled
6 |P4 ON Port 4 link alarm reporting is enabled
OFF  |Port 4 link alarm reporting is disabled
7 |P5 ON Port 5 link alarm reporting is enabled
OFF |Port 5 link alarm reporting is disabled
8 |P6 ON Port 6 link alarm reporting is enabled
OFF |Port 6 link alarm reporting is disabled
9 |P7 ON Port 7 link alarm reporting is enabled
OFF  |Port 7 link alarm reporting is disabled
10 |P8 ON Port 8 (SFP) link alarm reporting is
enabled
OFF  |Port 8 (SFP) link alarm reporting is
disabled
11 |P9 ON Port 9 (SFP) link alarm reporting is
enabled
OFF  |Port 9 (SFP) link alarm reporting is
disabled
12 |[NA Not assigned

DIP-switches let the user manually turn “ON/OFF” any port, the external Alarm,
or the redundant power supply.

DIP-switch to the “ON” position to manually enable the alarm function for the
port. Default is “OFF”.

Manual
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The following is the Recommended Procedure for configuring and setting DIP-
switches during initial installation:

1

2

Turn all DIP-switches “OFF”.

Install the Industrial Switch into your network.

Decide which port(s) need to be monitored or should trigger the alarm.
Turn the corresponding port DIP-switch “ON”.

Activate the Industrial Switch.

waco'
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35 Connection elements

3.5.1 Power Input (PWR/RPS)

The female connector can easily be connected to the 6-pole male connector
located on the top of the switch.

The male connector shows the following pin assignment:

Table 7: Power Input (PWR/RPS)

Figure 8: Power Input

o-48vDCHA i @ Name Designation
b - [PWR Primary DC input
- PWR Primary DC input
+ |RPS Redundant DC input
- RPS Redundant DC input
ALM Contact for external alarm
ALM Contact for external alarm

NOTICE

& Warning of damage to equipment by electrostatic discharge
DC Powered Switch: Power is supplied through an external DC power source.

Check the technical specification section for information about the DC power
input voltage. Since the switch does not include a power switch, plugging its
power adapter into a power outlet will immediately power it on.

Manual
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4

5.1

Assembly

Installation

The location selected to install the Industrial Switch may greatly affect its
performance. When selecting a site, we recommend considering the following
rules:

. Install the Industrial Switch at an appropriate place. See in chapter
“Technical Data” for the acceptable temperature and humidity operating
ranges.

. Fix the provided brackets at the back of the Industrial Switch to a DIN rail
to protect the switch from falling.

Warning of physical Injury due to electric current

Because invisible laser radiation may be emitted from the aperture of the port
when no cable is connected, avoid exposure to laser radiation and do not stare into
open apertures.

Note

Please note

Default Communication Parameter:

IP Address: Default: 192.168.0.254
Subnet Mask: Default: 255.255.255.0

RS-232 Parameter:
- Bits per seconds: 38400

- Data Bits: 8
- Parity: None
- Stop Bits: 1
- Flow control: None

DIN Rail Mounting

The aluminum DIN Rail attachment plate should already be affixed to the back
panel of the Industrial Switch. If you need to attach the DIN Rail plate, assure that
the stiff metal spring is situated towards the top. Attaching the Industrial Switch to
the DIN rail is easy, just align, and attach the top rail, then press down and snap
forward the Industrial Switch to snap in the bottom rail, as shown in the figures
below.

waco'
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Figure 9: DIN Rail Mounting
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The setup of the Industrial Switch can be performed using the following steps:

The surface must support at least 1.5 kg for the Industrial Switch.

Visually inspect the DC power jack and make sure that it is fully secured to

the power adapter.

Make sure that there is proper heat dissipation from and adequate ventilation
around the Industrial Switch. Do not place heavy objects on the Industrial
Switch.

The carrier rail must optimally support the EMC measures integrated into
the system and the shielding of the internal data bus connections.

Note

Important note

Grounding Industrial Switch will help eliminate the effects of noise due to
electromagnetic interference (EMI). Always run the ground connection from the
ground screw to the grounding surface prior to connecting DC power.

Manual
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6

6.1

6.2

Connect Devices

DC Power Connection
The Industrial Switch uses a DC power supply of 9 ... 48 VV DC.

The primary and redundant power connection is provided via a terminal block
located at the top of the Industrial Switch.

The terminal block is composed of six contact pins and can be inserted and
removed easily by hand to connect to the six pin terminal block receptor (male
contacts located on the body of the Switch).

The Switch’s power supply automatically self adjusts to the local power source
and may be powered on without having any or all LAN segment cables connected.

1 Check the front panel LEDs as the device is powered on to verify that the
Power LED is lit. If not, check that the power cable is correctly and securely
plugged in.

2 If a redundant power supply is connected, an RPS LED will be illuminated.

3 -PWR +/-,, conductors:
To connect or disconnect the conductors, actuate the spring directly in the
female connector using a screwdriver or an operating tool and insert or
remove the conductor.

4 For the back up DC connection, follow the same procedure as above. Attach
power wires to the terminal block (in the position marked RPS +/-).

5 If the terminal block is not already inserted into the block receptor of the
Switch, do so now.

External Alarm Contact Connection

The Industrial Switch has one alarm contact connection point located on the grey
terminal block on the top panel. For detailed instructions on how to connect the
alarm contact power wires to the two ALM contacts of the 6 contact terminal
block connector, see the procedure for connecting DC Power in the section above
(it is the same procedure).

You can connect the alarm circuit to any warning device which the user’s factory
or industry already has installed in the control room or factory floor. When a fault
occurs, the Industrial Switch will send a signal through the alarm contact, to
activate this external alarm. The alarm contact has two terminals that form a fault
circuit for connecting to alarm system.

An alarm will be signaled in the following situations:

1 Port link failure (e.g.: cable disconnected, device breakdown, etc.)

waco'
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2 PWR/RPS:

a  Power failure a Power cord is disconnected, power supply malfunction,
etc.

b Input power is out of the range listed in the specifications (9 ...48 V)

6.3 Fiber Cable Connection

When connecting fiber cable to a 100BASE-FX port on the Industrial Managed
Switch, be sure the correct type (LC) of connector and SFP module is used.
Various types of multi mode, single mode, or WDM SFP modules are sold
separately. Follow the steps below to properly connect the fiber cabling:

Note
Please note

Remove and keep the fiber port’s (LC) rubber covers. When not connected to a
fiber cable, the rubber cover should be in place to protect the fiber optics.

1 Plug in the appropriate SFP modules.

2 Check that the fiber terminators are clean. You can clean the cable plugs by
wiping gently with a clean tissue or cotton ball moistened with a little
ethanol. Dirty fiber terminators on fiber cables will impair the quality of the
light transmitted through the cable and lead to degraded performance on the
port.

3 Connect one end of the cable to the LC port on the Industrial Managed
Switch and the other end to the fiber port of the other device.

Note
Please note

When inserting the cable, be sure the tab on the plug clicks into position to ensure
that it is properly connected.

4 Check the corresponding port LED on the Industrial Managed Switch to be
sure that the connection is valid. (Refer to the LED chart)
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6.4 Copper Cable Connection

The Industrial Managed Switch’s 10/100BASE-TX RJ-45 Ethernet ports fully
support auto sensing and auto negotiation.

1 Insert one end of a Category 3/4/5/5e type twisted pair cable into an
available RJ-45 port on the Industrial Managed Switch and the other end
into the port of the selected network node.

2 Check the corresponding port LED on the Industrial Managed Switch to be
sure that the connection is valid. (Refer to LED chart)

6.5 Console Port Cable Connection
The console port (RJ-45) provides the local management facility.

1 Insert the RJ-45 side of the (8 pin RJ-45 to DB9) cable into the RJ-45
console port on the Industrial Managed Switch and the other end into the
COM port of the computer.

2 Configure the Hyper Terminal settings as mentioned in chapter “Connecting
a HyperTerminal “.

For console port (8 pin RJ-45) pin assignment, please see in the chapter “Console
Cable (RJ-45 to DB9) “.
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7 Enhanced Features

7.1 Jet Ring — for Communication Reliability

Setting up Jet Ring (redundant linking) on your network helps to protect critical
links against failure and network loops; and it reduces network downtime to less
than 300 ms.

The Jet Ring function allows users to set up a redundant path in the network to
provide a backup data-transmission route in the event that a connection is abruptly
disconnected or damaged. This is an extremely important feature in industrial
applications because a link failure in a link with no backup can cause several
minutes of network downtime and thus cause heavy losses.

7.2 How Jet Ring Recovers in less than 300 ms

The Jet Ring protocol is designed to optimize redundant communication linking
and deliver a very fast link-recovery period. The Jet Ring automatically identifies
one switch as the “master” of the network, and then automatically blocks ports to
prevent packets from traveling through any of the network’s redundant loop
segments. If one segment of this ring becomes disconnected from the rest of the
network because of a link failure, the Jet Ring protocol automatically re-adjusts
the ring so that the part of the network that was disconnected, re-establishes
contact with the rest of the network.

The user does not need to designate the master switch to use Jet Ring, this is done
automatically.

The Jet Ring ensures smooth operation of industrial automation devices in many
critical applications. It will put your automation system back to full operability in
less than 300 ms if any node of your network goes down.
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7.3

Step 1

You can apply the ring in the diagram below by connecting 4 units of Industrial
Managed Switches.

MASTER

Brpy Py

Figure 10: JetRing
Step 2

Jet Ring then automatically selects the Arbiter switch and the network is ready.

Xpress Ring

Xpress Ring is a ring protocol that enables networks to recover from link failure
within 50 ms. Unlike Jet Ring, it needs some network configuration efforts: The
user must assign two ring ports for each Switch in the ring. The user must also
assign the Arbiter Switch, which will decide if it is necessary to activate the
backup path. For Xpress Ring, any switch can be the arbiter — just remember that
the arbiter switch must be part of the ring.

Apart from rerouting the transmission within 50 ms, the Arbiter Switch will also
issue an alarm when a link failure occurs. The user will then be informed of the
failure and will be able to fix the problem and reconfigure if required.

Xpress Ring is the faster ring recovery technology and is ideal for networks where
the ring topology is not changed very often.

Please refer to the following chapter for the configuration of the Xpress Ring.
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7.4

Coupling Ring

The Coupling Ring function connects two Xpress Rings via redundant links
(Primary Link & Secondary Link). Please refer to the following illustration. When
the primary link (port 2 at the Master Switch of coupling role) fails, the secondary
link (port 2 at the Arbiter Switch of coupling role) will automatically kick in
within milliseconds. The Secondary Link is blocked during normal operations,
and it is enabled automatically when the Primary Link is disconnected. The
Secondary Link is blocked again automatically when the Primary Link recovers.

Control Line of Coupling Ring (port 1 at the Master Switch of coupling role/port
1 at the Arbiter Switch of coupling role) is used for negotiation between Master
and Arbiter Switches of coupling role and to decide when the secondary link
should be enabled or blocked. It is needed to set coupling roles as “Master”,
“Arbiter”, or “Normal” (all other Switches not Master neither Arbiter) to Switches
in the Xpress Ring, and assign coupling’s ring and control ports to the Master and
Arbiter Switches, to one side only of two interconnected rings.

Coupling Ring is designed based on Xpress Ring. For configuring the Coupling
Ring feature, please consult the appropriate chapter in this manual.

Forward (Xpress role)
Master (Coupling role)
Xpress Ring Ports : 1, 3

Coupling Control Port : 1
Coupling Ring Port : 2

EXAMPLE:

Forward (Xpress role)

Forward (Xpress role)

|
Port 2
Port 1 Port 2 Port 2

Arbitex (Xpress role)

Coupling Ring .
NI (- Iy Coupling Ring
CONTROL Line RING Lines

(Ring B)
Port 1 Port 2 !

(Ring A)

Forward (Xpress role) Forward (Xpress role) Forward (Xpress role)

Arbiter (Coupling role)
Xpress Ring Ports : 1, 3
Coupling Control Port : 1
Coupling Ring Port : 2

Figure 11: Coupling Ring
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8

8.1

Configuration

Overview of Configuration Options

For advanced management capabilities, the onboard management agent provides
CLI and menu driven interface configuration programs. These programs can be
accessed by a direct or modem connection to the console port on the front panel
(local), or by a Telnet connection over the network.

The management agent is based on SNMP (Simple Network Management
Protocol). This SNMP agent permits the switch to be managed from any PC in the
network by using management software.

The management agent also includes an embedded HTTP Web agent. This Web
agent can be accessed using a standard Web browser from any computer attached
to the network.

The Industrial Managed Switch gives you the flexibility to access and manage it
by using any or all of the methods described. The administration console and web
browser interfaces are embedded in the switch software and can be used
immediately after setup.

External SNMP-based network management application
Advantages:

. Communicates with switch functions at the MIB level
. Based on open standards

The three methods for configuring the Industrial Managed Switch management
agent are explained in this chapter.

The first method — Command Line Interface (CLI) via the Console Port to initially
set IP parameters — is explained in part A.

The second is Menu Driven configurations via Telnet — explained in part B.

Part C explains the use of an Internet Browser Interface to configure the Industrial
Managed Switch.

Part D provides some basic operational examples for using CLI via Telnet.

Complete part A and then proceed to either part B, C or D.
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8.2

A - Console Port

Local Connection

Prior to accessing the Industrial Managed Switch’s onboard agent via a network
connection, you must first configure it with a valid IP address, subnet mask, and
default gateway using a local connection or the BOOTP protocol.

After configuring the Industrial Managed Switch’s IP parameters, you can access
the onboard configuration program from anywhere within the attached network or
via Internet. The onboard configuration program can be accessed using Telnet
from any computer attached to the network. It can also be managed from any
computer using a Web browser (Internet Explorer 4.0 or above, or Netscape
Navigator 4.0 or above).

Access the Industrial Managed Switch via a terminal emulator (such as Hyper
Terminal) attached to the console port. The console port is set at the factory with
the following default COM port properties. Configure your own terminal to match
the following:

Table 8: Console Port Terminal

Console Port Terminal

Baud rate 38,400
Data size 8 bits
Parity None
Stop bits 1
Flow Control None

Note
Please note

Ensure that the terminal or PC you are using to make this connection is
configured to match the above settings. Otherwise the connection will not work.

A console port cable is provided with the Industrial Managed Switch to connect
the PC’s COM port with the Industrial Managed Switch’s serial console (RJ-45)
port. Please see in chapter “RJ-45 Cables * in assignment details.
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8.2.1

Connecting a HyperTerminal

Prior to following the instructions listed below for HyperTerminal, verify that a
console cable (RJ-45 to DB9) connection between the Industrial Managed Switch
and workstation exists. Then follow the steps below:

1

Launch the terminal emulation program on the remote workstation and
power on the Industrial Managed Switch. Be sure to select the correct COM

port.

Yerbinden mit EiEd I

S 552-104_COMT

Geben Sie die Rufnummer ein, die gewahlt werden zoll

Land/F egior: I Dreutzchland [49] ;l

Ortzkennzahl: IEIE?'I

Bufnummer; I

Werbinden iiber:
0K | Abbrechen |

Figure 12: Connect to switch
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2 Enter the correct parameters according to the defaults given above.

Eigenschaften von COM1 |

Anzchluzzeinztelungen |

Bits pro Sekunds: | 33400 =l
Datenbits: [ ]
Paritét: |Keine =~
Stopphits: [1 =]
Elusssteusrng:

Standard wiederherstelen |

k. I Ahbbrechen | I'_'II_:uernehmenl

Figure 13: COML1 properties
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3 The following screen will appear after selecting [OK]. Press [ENTER] to
start and move to the Log in screen.

& 052-104_COM1 - llgpesT erminol

Datei Beaboten Ansicht Apnden Ubedragung 2
0l 5l5) ols] =)
5|
WAGD Corporation
Sustem version: 2.01 .08 (huilt at Mar 20 2008 20:0]:54)
Press <ENTER> key to start.
fen 00:00:34 |Autom. Crkenn. [304006H1  [RF [GROSS [NF [Rulzcichnen  [Dricherecho .

Figure 14: Systemversion

4 The default log in name is admin with no preset password.
The system provides both CLI and menu-driven user interfaces via console
or telnet. After you log into the system, you will see a welcome message as

below:
& 052-104_COM1 - llgpesT erminol
Datei Beabcten Ansicht Apnden Uberragura 2
0l 5l5) ols] =)
5|
<1> CLI User Interface
(2> Menu Driven Intertace
[Verbunden 00:06:00 |Autom. Crkenn. 304000N-1 | [AF [GROSS NP [Rufecichnen | [Druckerecho P

Figure 15: Interface
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5 Type 1 to select CLI operations

After log-in, type the following command to change the device’s IP address,
Network Mask and Gateway Address:

set ethO ip XXX.XXX.XXX. XXX
set ethO netmask XXX.XXX.XXX.XXX
set ethO gateway XXX.XXX.XXX.XXX

The xxx’s represent values between 0 and 255 and the user should enter their own
IP address in this form. The configuration program will not accept anything
outside this format. Remember to separate each part of the address with a period
(dot). For example:

. 852-104>set eth0 ip 192.168.0.200

After entering the new IP address, the system will confirm whether the operation
was successful.

6  The system will restart automatically

When the address has been changed, please make a note of the new address, and
keep it in a safe place. With HyperTerminal, the command lines are the same as
that for telnet. Users can continue to use Hyper Terminal along with the
instructions given in part D. Otherwise, log out by typing exit and pressing the
[ENTERY] key. Then, the user can choose to configure the Industrial Managed
Switch via HTTP web browser or telnet with Menu Driven or Command Line
interfaces.

Note
Please note

IP addresses are unique. If an address isn’t available, please contact the system
administrator to apply for one.
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8.3 B — Menu driven User Interface via Telnet

This section gives a step by step guide to configuring the Industrial Managed
Switch management functions. A series of screen shots (SS#) and instructions
illustrates the main menu structure, and how it works.

1 Open a Command Prompt window and type
telnet xxx.xxx.xxx.xxx where the xxx’s represent the IP address.
As an example, we’ll continue to use the IP address configured in part A of
this manual: 192.168.0.200

2 Then press [ENTER] key to start.

SS1-Login

‘¢ 052-104_COM1 - HyperT erminal

Datei  Bearbeiten  Ansicht  Apnifen Uberbagung 2

O|=| 513] wols| @

(built at Mar 20 2008 20:00:54)
start.

Username:

WVerbunden 00t0%:20 ANSTw 0400 OH-1 F [GRO HF [Rulz

Figure 16: Log in

3 The default log in name is admin with no preset password.
The system provides both CLI and menu driven user interfaces via console
or telnet. After you log into the system, you will see a welcome message as
below:
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SS2 — Welcome

B Teinet 192,168.0.200 =l

<1> CLI User Interface

<2> Menu-Driven Interface

Figure 17: Welcome screen

4 Select Menu Driven, the system will launch the following:

SS3 - Main Menu
Main Menu
System Information Menu
DHCP Configuration Menu
Device Control Menu

Management Setup Menu

Port Counter Menu

System Restart Menu

Figure 18: Main menu

Use the [Tab] to move up and down the menu, and the [ENTER] key to select.
Choose the following operations from the main menu system. See description
below:
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Table 9: Main menu

Parameter Description

Systems Provides default system information. i.e. IP Address,
Information Menu | Network Mask, Gateway, etc.

DHCP Disabled — or Enabled with DHCP Client State, DHCP
Configuration Leased Time in seconds, DHCP Expiry Time in seconds
Menu

Device Control Provides configuration options for ports, Bridge menu,
menu VLAN menu, and Jumbo Packet / Multicast Rate limit

menu

Management Setup
Menu

Provides SNMP, E-mail alarm Configurations menu and
firmware upload menu

Port Counter Menu

Provides the ports status view at a glance

System Restart

This menu provides options to the user for restarting the

Menu switch through software and/or restore the factory default
settings
Exit Return to Main Menu

SS4 - System Information

4 C:AWINNT Asystem32\cmd. exe - telnet 192.168.0.200

System Information

Description
Model Mame
Company MName
Board Name
MAC-1 Address

£1lot Number
Power Status
DHCP Client
IP Address
Subnet Mask
Gateway

<SAVE>
{Tabh* to move

I <Enter> to select

: Managed Industrial 7+2 Switch
: 852-1P4

: WAGO Corporation

: 6788-0A8A3-110A1

: BA:38:DE:FF:%E:61

=9,

1 ON

: Disahled
H192.168.0.200
: 255.255.255.8
= 192.168.8.1

1 <Esc»> to Cancel_

Figure 19: System information

Use the [Tab] key to move from one field to the next and the [ENTER] key to get
a text prompt. Press [ENTER] to exit the field. Select [SAVE] after editing, or
[ESC] to return to the Main Menu system (all unsaved work will return to default
or the last saved values). Set IP Address, Subnet Mask, and Gateway on this page.

See descriptions below:
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Table 10: System information

Parameter Description

Description Provides description of the Switch

Model No Shows Model No

Company Name Manufacturer’s Company Name

Board Name Information about the Board used in the Switch

MAC Address Display MAC Address of the Switch

Slot number Total number of Switch’s fast Ethernet slots/ports

Power status Display the primary and redundant power status

IP Address Display IP address of the switch. The user can change the
IP address as per requirement (Default: 192.168.0.254)

Subnet Mask Show the subnet mask of the switch, which identifies the
host address bits used for routing to specific subnets. User
must use the appropriate subnet mask with the assigned IP
address (Default: 255.255.255.0)

Gateway Gateway used to pass trap messages from the system’s
agent to the management station. User must assign the
gateway as per their network configurations (Default:
192.168.0.1)
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8.3.1 DHCP Configuration Menu

WINNTvsystem32\cmd. exe - telnet 192.168.0.200

DHCPF Configuration

DHCP Client H

<SAVE>

<Tab* to move | <{8pace? to scroll | <Enter>® to select_

Figure 20: DHCP Configuration Menu

A choice of either “Disabled” or “Enabled” with DHCP Client State, DHCP

Leased Time in seconds and DHCP Expiry Time in seconds.
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8.3.2 Device Control Menu (DCM)
SS5 - Device Control Menu
Device Control Menu
Bridge Menu
ULAN Menu
Jumbo Packet ~ Rate Control Menu
Port Mirroring
Trunk Configuration
IGHP Configuration
MAC Configuration
Quality Of Service
Exit
Figure 21: Device Control Menu
Use the [Tab] to move up and down the menu, and the [ENTER] key to select
and unselect. Choose the following operations from the menu system.
Table 11: Device Control Menu
Parameter Description
Port Configurations|Use this menu to configure various parameters for each port
Menu of the Switch.
Bridge Menu Use this menu for Bridge configurations.
VLAN Menu Use this menu to configure port based or tag based VLANS.
Jumbo Packet / Users can define Jumbo Packet limit and bandwidth/data
Rate Control Menu |rate control for each port.
Port Mirror Options to select a port for mirroring to monitor the traffic.
Trunk Configure up to 4 trunk groups.
Configuration
IGMP Configure IGMP snooping, query and check group status.
Configuration
MAC Here you can check the MAC Table Status, lock the MAC
Configuration Address Learning and do Static Unicast MAC
Configuration and Mac Limit Configuration
Quality Of Service |Set the QoS Base Configuration, Tag Priority Table and IP
ToS Priority Table
Exit Return to Main Menu
Manual
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SS6 — (DCM)/Port Configuration Menu

% C:AWINN T vspstem32hemd. exe - telnet 192 168.0.200

Enabled Enabled
Enabled DOWN Enabled
Enahled Enabled
Enabled [ Enabled
Enabled [ Enabled
Enabled [ Enabled
Disabled LN O Enabled

+  Enabled

~  Enabled

Flow
Speed Duplex Link Auto Control

Speed EDuplex EFlow—Control %

gelect | {Esc> to Cancel

Figure 22: Port Configuration Menu

Use the [Tab] key to move from one field to next and the [ENTER] key to select
and unselect. Press [ENTERY] to exit the field. Select [SAVE] after editing, or
[ESC] to return to the Main Menu system (all unsaved work will return to default

or last saved values).

Table 12: Port Configuration Menu

Parameter Description

Port No. Press [Enter] and [Port No.] and [ENTER] and [Tab] in
settings panel.

Name Assign a name to each port to keep record of your
connections.

Type Type of port connector (A choice of fiber or RJ-45)

Admin Enable or disable admin configurations.

Speed Provides information on speed at which ports are operating
User can set the speed for RJ-45 ports (10 ... 100 Mbps).

Duplex Provides information on Duplex Status.
User can select half / full duplex modes.

Link (status only) |Provides information on link status.

Auto Enable / Disable Auto negotiation on copper ports.

Flow Control Disable or Enable for RJ-45 ports.
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8.3.3

(DCM)/Bridge Menu

The Bridge Menu is used to Enable/Disable STP (Spanning Tree Protocol
Algorithm), JET Ring or Xpress Ring, as well as to configure the STP settings if
STP is enabled.

If Jet Ring is enabled it offers a fast recovery time of less than 300 ms in case a
node goes down in the ring. Xpress Ring offers a very fast recovery time of less
than 50 ms.

The Spanning Tree Algorithm is used for detecting and disabling network loops,
and to provide backup links between switches, bridges and routers. This allows
the switch to communicate and interact with other bridging devices (i.e. STP-
compliant devices) in a network to ensure that only one route exists between any
two stations, and provide redundant or backup links that automatically take over
when a primary link fails.

SS7 - (DCM)/Bridge Menu

Bridge Menu

Enable/Disable STP et Ring OR Hpress Ring
STP System Configuration
STP PerPort Configuration

Jet Ring Status

Apress Ring Configuration

Coupling Ring Configuration

Exit

Figure 23: Bridge Menu
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SS8 — (DCM)/Bridge/Enable/Disable STP, Jet Ring or Xpress Ring

Users can Enable/Disable Spanning Tree Protocol, Jet Ring or Xpress Ring as per
their network needs. Select the option to choose the parameters.

able STP . Jet Ring OR Xpress Ring

Ring Mode SECTP 882.1D

Figure 24: Enable/Disable STP

The default value is Disabled. Use the [Tab] key to move from one field to next
and the [Enter] key to select and unselect. Press [Enter] to exit the field. Select
[SAVE] after editing, or [ESC] to return to the Main Menu system (all unsaved

configurations will return to default or last saved values.
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SS9 — (DCM)/Bridge/STP System Configuration:

Use this option to configure the STP parameters. Before moving to this menu,
make sure you select STP 802.1D mode in previous menu screen (Enable/Disable
STP, Jet Ring or Xpress Ring). Otherwise, you wouldn’t be able to configure the
values.

B Telnet 192.168.0.200 -0 x

Root Bridge Information
Priority <B-

Hello Time <(1-18>

Root _P t 2
Root Port Forward Delay <(4-38> : 15
Hello Time

d Delay ax age (6-48) : 28

<Tab> to move | <Enter> to select | to Cancel

Figure 25: STP System Configuration
On the left side of the window, root bridge information is displayed.

Table 13: STP System Configuration

Parameter Description

Bridge Priority Set the bridge priority. The limit is given between 0 (the
highest priority) and 65535 (the lowest priority).

Bridge priority is used in selecting the root device, root
port, and designated port. The device with the highest
priority becomes the STP root device. However, if all
devices have the same priority, the device with the lowest
MAC address will then become the root device.

Hello Time Time interval (in seconds) at which the root device
transmits a configuration message.
The limit givenisfrom1 ... 10s.

Forward Delay Set Forward Delay. The limit given is from 4 ... 30 s. This
is the maximum time (in seconds) the root device will wait
before changing states (i.e., listening to learning to
forwarding).

Max. Age Set the (maximum age) waiting time for receiving packets
before attempting to reconfigure the link. The limit given is
from6 ... 40 s.
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SS10 — (DCM)/Bridge/STP Per-Port Configurations

STP allows the Switch to assign a priority status to each of its ports, with respect

to other networking nodes in the network. In other words, STP determines the best
route for data to flow, given the priority level of each node on the network. Ensure
that this function is activated to avoid collisions and when setting up backup links.

4 C:AWINNT Asystem32\cmd.exe - telnet 192.168.0.200

Blocking
Blocking
Forwarding
Blocking
Blocking
Blocking
Blocking
Blocking
Blocking_

Priority = HRange B-255
Cost = Range B-65535%

<SAVE>

{Tab} to move ! {Enter> to select | <{Esc> to Cancel

Figure 26: STP per Port Configuration

Use the [Tab] key to move from one field to the next and the [Enter] key to
select and unselect. Press [Enter] to exit the field. Select [SAVE] after editing, or
[ESC] to return to the Main Menu system (all unsaved work will return to default
or last saved values).

Table 14: STP per Port Configuration

Parameter Description

Port Type Priority |Set the priority of each port. The limit given is from
1 ... 255. The default priority is set to 128 — the midpoint of

this limit.

Cost Set the cost assigned to each port. This will determine the
route of information flow.

Port Role Displays the role of each port (Forwarding or Blocking).
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SS11 - (DCM)/Bridge/Jet Ring Status

If Jet Ring is enabled, the user can view the Jet Ring status. The Industrial
Managed Switch will automatically detect which port is attached to other
Industrial Managed Switches (or other Jet Ring-enabling switches) to establish the
Jet Ring. The user can see how many nodes are connected in the ring and which
node is working as Master, Arbiter or member. There are also descriptions of the
role of each port.

YWIHMTAsystem32\cmd. exe - telnet 192.168.0_200
Jet Ring Status

Master Bridge MAC : BB:38:DE:FF:9E:61
Jet Ring Total Hodes = @1

Bridge Role : Learning...

Port Role Ring—Port

Disabled
Dizabled
Forwarding
Dizahled
Disabled
Disahled
Disabled
Dizabled
Dizahled

{Esc? to Cancel

Figure 27: JetRing Status
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SS12 — (DCM)/Bridge/Xpress Ring Configuration

Once Xpress Ring (sometimes called Jet Ring Plus) is enabled, the user can
configure the Xpress Ring. The user can select the role of the switch in the Xpress
Ring (Arbiter or Forward) and select which ports will be part of the Xpress

Ring.

W IHM TAsystem32\emd. exe - telnet 192.168.0_200

{Tah> to move | <{Enter> | <Esc? to Cancel

Hpress Ring Configuration menu

Xpresz Ring Role

Select Ring Port-1
Select Ring Port-2

Port status

Ring Port-1 State H Disabled
Ring Port-2 State H Disabled

{Save> {Exit>

Figure 28: XpressRing Configuration

Table 15: XpressRing Configuration

Port

Configuration

Xpress Ring Role

Arbiter |The Switch which receives status reports
submitted from other Switches of the ring and
decides the ring recovery behaviours.

Forward | The Switch which is not the Arbiter of the ring
and will forward the received status reports on
the other side of ring ports.

Select Ring Port-1

The first ring port with the link composing part of the
Xpress Ring.

Select Ring Port-2

The second port with the link composing part of the
Xpress Ring.

Port status

Display the ring port statuses as

- Forwarding for packet transmitting and receiving
status, or

- Blocking for port disabled or link down status.

waco'

Manual
Version 1.1.3




WAGO ETHERNET Accessories 852

Configuration 51

852-104 7-Port 100BASE-TX + 2-Slot 100BASE-FX Industrial Managed Switch

8.3.4 Coupling Ring
Set Coupling Ring configurations to all Switches of either side of two
interconnected Xpress Rings.
54 C:AWINNTAsystem32\cmd. exe - telnet 192.168.0.200
Coupling Ring Configuration menu
Coupling Ring Role
Select Control Port : ?
Select Ring Port
Port status
Select Control Port : Disabled
Select Ring Port Forwarding
Figure 29: Coupling Ring
Table 16: XpressRing Configuration
Port Configuration
Coupling Ring Role |Arbiter | The Switch with the backup secondary link to
the other Xpress Ring.
Master | The Switch with the primary link to the other
Xpress Ring.
Normal |The Switches not with the links connecting to
other Xpress Ring.
Select Control Port | The Control Port of Coupling Ring Master Switch or
Avrbiter Switch for communication with each other.
Select Ring Port The Ring Port of Coupling Ring Master Switch or Arbiter
Switch for connection to the peer coupled Xpress Ring.
Port status Display the port status of Control Port or Ring Port as
- Forwarding for packet transmitting and receiving
status, or
- Blocking for port disabled or link down status.
Manual W ®
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8.3.5 (DCM)/VLAN (Virtual Local Area Networks) Menu

4 C:AWINNT Asystem32\cmd. exe - telnet 192.168.0.200

ULAN Menu

ULAN Tupe
Port—Based
Tag—Baszed

Exit

{Tabh> to move | <Enter? to select_

Figure 30: VLAN Menu

A VLAN is a network of computers behaving as though they are connected to the
same LAN segment, even though their physical location may be on a different
LAN altogether. VLANSs are configured through software rather than hardware,
which make them extremely flexible.

Some of the advantages of VLANS are:

When a computer is physically moved to another location, it can stay on the
same VLAN without any hardware reconfiguration because VLANS are not
limited by hardware constraints.

VLAN:S can be configured to define a network into various logical
configurations. For example, VLANSs can define a network by application.
In this scenario, a company might create one VLAN for multimedia users
and another for e-mail users.

VLAN:S can also define a network by department. For example, a company
might have one VLAN for its Engineering Department, another for its
Marketing Department, and another for its Sales Dept.

VLANS can also be set up according to the organization’s internal structure.
For example, the company president might have his/her own VLAN, the
executive staff might have a different VLAN, and the remaining employees
might have yet another VLAN.

As these examples show, VLANS offer unparalleled flexibility. The following
section describes how VLANS can be deployed using the Switch.
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8.3.5.1

VLAN Type Select Menu

WWINMNTAzyztem32iemd. exe - telnet 192.168.0_200

ULAN Type Select Menu

<SAVE>
{Tabh? to move ! {Enter> to select | {Esc?> to Cancel

Figure 31: VLAN Type Select Menu

Disable VLAN or select Port-based VLAN or Tag based VLAN.

SS13 - Port based VLAN configuration

The following is the menu screen for port based VLAN configuration:

ULAN Configuration

Members
PortNumber 1 2 56 7
= vyy
vyy

Y

Figure 32: VLAN Configuration

Table 17: VLAN Configuration

Parameter Description

Port ID Members |Set the VLAN association of one port to another. Blank
checks mean no VLAN association. The default is that all
ports are associated. Conversely, all ports can be isolated.

Use the [Tab] key to move from one field to the next and the [Enter] key to
select and unselect. Press [Enter] to exit the field. Select [SAVE] after editing, or
[ESC] to return to the Main Menu system (all unsaved work will return to default
or last saved values).
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8.3.5.2

Tag-based VLANSs
The concepts of tag-based VLAN

Tag-based VLAN is the standard implementation of IEEE802.1Q VLAN. With
the Industrial Managed Switch set as a tag-based VLAN switch, every port has the
following:

PVID

Port VLAN ID number, generally referring to the VLAN, which the connected
non-802.1Q-aware device (like a Device Server or Industrial Computer) belongs
to. This PVID can be configured in the menu Port Information.

Priority
Priority of the port and the non-802.1Q packets received on the port — generally
from a non-802.1Q-aware device. (Port Info menu)

Participating VLANSs

The VID-tagged packets, which are allowed to flow in or out of the port. A port
may participate in multiple VLANS, like an uplink port connected to another
switch, which will transfer the packets from various devices belonging to different
VLAN:S into the network. (BUT, generally, a port connected to a peripheral non-
802.1Q device can only participate in 1 VLAN, the same VLAN ID that is
selected for that port in the “Port Info” menu). The participating VLANS can be
configured in the menu Add VLAN Group.

If the port is set in the Add VLAN Group menu as a Tagged Port, all packets
flowing out of the port will be tagged frames to an 802.1Q switch or device.

If the port is set as an Untagged Port, all packets out of the port will be untagged
frames (stripped of their tags at port) to a non-802.1Q device, like an industrial
computer.

When a packet is received (ingress) on the port, it is filtered to be dropped or
forwarded according to the user-specified rule (configured on menu “Port
Information”) for ingress-filtering untagged frames and tagged frames that are not
members of the receiving port’s participating VLANSs (configured on menu Add
VLAN Group).

If the packet is forwarded, the untagged frames, generally from a non-802.1Q-
aware peripheral or device, are tagged with the PVID and Priority that were
assigned to the Ingress port.
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The untagged packets received by an 802.1Q Switch in this way become tagged
frames. The tagged frames received on the ingress port are kept unchanged if it’s
not dropped.

Next, the Industrial Managed Switch switches the frame into the egress port that is
a participant of that specific VLAN.

For example: If the ingress is from a peripheral device linked to a downlink port
on a switch with only one uplink port and the frame is addressed to a device on
another switch, the frame would be switched to egress out of the uplink port — and
this UPlink port would be set to participate in the VLANSs of all the DOWNIink
ports and forward all their traffic.

If the egress port is an “untag” port (normally a port linked to a peripheral, non-
802.1Q device that does not accept tagged frames), the VID and priority fields
will be stripped off (untagged) from the frame and then transmitted out of the
egress port.

A previously tagged frame is simply kept unchanged when it is sent out from a
“tagging” egress port, generally to a 802.1Q switch or a standard VLAN-aware
device.
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VLAN Tag Menu

YWIHMTAsystem32\cmd. exe - telnet 192.168.0_200

ULAN Tag Menu

Port Information

Add VULAN Group
Show ULAN Table

Exit

{Tah> to move | <Enter’> to select_

Figure 33: VLAN Tag Menu

SS14 - VLAN Tag-based Port (Ingress) — Info

Here is the above-mentioned menu screen for configuring the TAG-based VLAN
port settings (INGRESS Behavior).

PUID

1
1

PORT?:
PORTS8:
PORT?:

1
|
1
|
1
|
1

Drop
Drop
Drop
Drop
Drop
Drop
Drop
Drop
Drop

Figure 34: Tag-Based VLAN Port-Info

Forward
Forward
Forward
ward
ward

rd
Forward
Forward
Forward
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Table 18: Tag-Based VLAN Port-Info

Parameter Description

VID Set the VLAN ID. The limit given is between 1 and 4095.
The VLAN ID is assigned to all untagged frames received
on this port.

Priority Set VLAN Priority. The limit given is between O ... 7.

0 is the lowest priority and 7 is the highest priority.

Ingress Filter 1
(Non-Member) and
Filter 2 (Untagged)

Non-Member (1): Forward

Untagged (2): Forward

. Forward the VLAN-tagged frames which are not
members of any VLAN in which the port is
participating, and forward all untagged frames.

Non-Member (1): Drop

Untagged (2): Forward

. Drop the VLAN-tagged frames which are not
members of any VLAN of which the port is
participating, and forward all untagged frames.

Non-Member (1): Drop

Untagged (2): Drop

. Drop the VLAN-tagged frames which are not
members of any VLAN of which the port is
participating, and drop all untagged frames.

Isolated

Enable |The port is isolated. Isolated ports belonging to
the same VLAN do not communicate with each
other — this is generally set for security reasons.
The isolated ports communicate only with the
trunk ports, which should NOT be set as
“isolated”.

Disable |The port is not isolated and can communicate
with all ports of the VLANS.
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Version 1.1.3

waco'




58  Configuration WAGO ETHERNET Accessories 852
852-104 7-Port 100BASE-TX + 2-Slot 100BASE-FX Industrial Managed Switch

VLAN Table

YWIHMTAsystem32\cmd. exe - telnet 192.168.0_200

{Delete

{Tab} to move ! {Enter> to select | <{Esc> to Cancel

Figure 35: VLAN Table

SS15 - Tag-based/Adding VLAN groups (port EGRESS behavior)

Type in VLAN ID number and at each port select “No” (not a member of this
specific VLAN — drop packet), “Untagged” (member of VLAN, take tag away so
that computer can read) or “Tagged” (keep tag on packet — only for uplink port).
The menu Show VLAN Table shows all VLANSs at a glance and enables the user
to edit these VLANS.

Add ULAN Group ."

viaN 10: [N

Port Hember

Porti: No
Port2: No
Port3d: No
Port4: No

No

H[_I

& No
Port8: No
Port9: No

Figure 36: Add VLAN Group
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SS16 — (DCM)/Jumbo Packet or Rate Control Configuration

/ Rate Control Configuration

Jumbo Packet Length : 1536 [1522]15361Bytes

Port  Ingress Limit Mode

’ORT1  Multi

Figure 37: Jumbo Packet

Ingress-Rate Egress—Rate{All Frames)

led unicast
Inly

5 Not limited
o imited 1Mbps
Not limited Not lim
Not limited Not lim
Not limited Not limited

Use the [Tab] key to move from one field to the next and the [Enter] key to
select and unselect. Press [Enter] to exit the field. Select [SAVE] after editing, or
[ESC] to return to the Main Menu system (all unsaved work will return to default

or last saved values).

Table 19: Jumbo Packet

Parameter Description
Jumbo Packet Select the size of packets:
Length 1535 - For double-tagged packets or jumbo packets

1522 — For normally tagged packets. 1518 bytes are
actually allowed for untagged packets.

Ingress Limit Mode

Users can select the type of frames allowed from the port
(All Frames, Broadcast Only, Multicast & Broadcast Only,
Multi/Broadcast & Flooded Unicast).

Ingress / Egress
Rate

Assign the Ingress and Egress rates to and from the ports
(128 Kbps, 256 Kbps, 512 Kbps, 1 Mbps, 2 Mbps, 4 Mbps,
8 Mbps).
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SS17 — (DCM)/Port Mirroring

port. It allows the network administrator to “sniff” the observed port and thus
keep tabs on network activity.

Use the [Tab] key to move from one field to the next and the [Enter] key to
select and unselect. Press [Enter] to exit the field. Select [SAVE] after editing, or
[ESC] to return to the Main Menu system (all unsaved work will return to default
or last saved values).

Port Mirror Configuration

Mirror Mode : Ingress & Egress
Monitoring Port : PORT3
Monitored Port :

Member

Figure 38: Port Mirror Configuration

Table 20: Port Mirroring

Parameter Description

Mirror Mode Select mirror mode (Disable, Ingress & Egress, Ingress)

Monitoring Port User can select the port number that will do monitoring

Monitored Port / Select the port/s that need to be monitored
Member
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SS18 — (DCM)/Trunk Configuration

Trunk Configuration

Group Member

<SAVE>

Figure 39: Trunk Configuration

Use the usual keys to configure up to four trunk groups.

(DCM)/IGMP Configuration

Select this menu and select between Configuration and Group Status:

IGMP Menu

WWWINMNTAzyztem32iemd. exe - telnet 192.168.0_200

IGMF Menu

IGMP Configuration
IGHP Groups Status
Exit

{Tah? to move | <{Enter> to select

Figure 40: IGMP Menu
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SS19 - (DCM)/IGMP Configuration

[GMP Configuration

PORT Member

PORT1
PORT2

Figure 41: IGMP Configuration

Select between IGMP Snooping (Disable/Enable), IGMP Query (Auto, Enable,
Disable) and IGMP static per port (Y/)).

SS20 — IGMP Groups Status

[GMP Groups status

o. Multicast Group Vid 123456 78] M:Member

0:Query

Figure 42: IGMP Groups status

View status of IGMP groups (only accessible if Snooping is enabled).

SS21 - (DCM)/MAC Configuration

MAC Configuration

MAC Table
Lock MAC Addre parning
Static MAC Configuration

MAC Limit Configuration

Exit

Figure 43: MAC Configuration

Select field to configure.
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S§22 - MAC Table

YWINMTAsystem32\cmd. exe - telnet 192.168.0_200

Static Priority Pi23456789

{PageDown>

{Tab} to move ! {Enter> to select | <{Esc> to Cancel

Figure 44: MAC Table

View MAC address information.

Lock MAC Address Learning

YWINNTAsystem32\cmd. exe - telnet 192.168.0_200

Lock Learning MAC

<SAUVE>

<Tab> to move ! {Enter> to select | <{Esc?> to Cancel

Figure 45: Lock MAC Address Learning

Select if you want to put this lock on a port (choose Y/_ per port).
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SS23 - Static MAC Configuration

Static Unicast MAC Confiuration

MAC-Address Priority

01.02.03.04.05.06

<Pagellown>

Figure 46: Static MAC Configuration

SS24 — Add Static MAC

(Appears when you select Add in previous window.) When cursor is on [ESC],
pressing [Enter] will give extra options: Add/SC - press [Tab] key twice to get
[ESC].

Add Static MAC

MAC Addr :01.02.03.04.05.06 (Example:01.02.03.04.05.06)

Priority :2 (073)

Port :3 {(17°8)

Figure 47: Add Static MAC

SS25 - MAC Limit Configuration

Mac Limit Configuration
Limit Quantity:1..20(MAX)

Mac Limit Function: Enable

Port Limit Quantit Action
PORT1 le

SAVE 15 OKT1!
Figure 48: MAC Limit Configuration
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SS26 — (DCM)/Quality of Service

Quality Of Service

Base Configuration
lTag Priority Table
Ip Tos Priority Table

Exit

Figure 49: Quality of Service

SS27 - QoS Base Config.

(weighted fair queuing OR all high before low)

YWINMTAsystem32\cmd. exe - telnet 192.168.0_200

Schedule Mode:

1234567829
Tag Priority Enable:

IP Priority Enable:
IP Over Tag: ST g1 1y Ty BN B Gy G §

<SAVE>

{Tabh> to move | <{Enter?> to select | {Esc? to Cancel_

Figure 50: QoS Base Configuration

SS28 — (DCM)/QOS/Tag Priority Table

Tag Priority Table

Number Priority

High
Normal
Low
Preferred
Low

Low

a
1
2
3
4
5
6
o

Low

Figure 51: QoS Tag Priority Table
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SS29 IP ToS Priority Table

Ip Tos Priority Table

Number 1] 1 2 3 / 9 b / 8 9 10

Priority Hig Nor Pre Pre Low Low Low Low
Number

Priority Low Low Low Low Low Low Low
Number 3 23 3 I5 36 37 I8 39 L0 41 42 43
Priority Low Low Low Low Low Low Low Low Low Low Low Low
Number 48 49 50 51 52 53 S& 55 56 57 58 59 60

Priority Low Low Low Low Low Low Low Low Low Low Low Low Low Low
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8.3.6

Management Setup Menu (MSM)

After logging into the system, you can use this menu to configure the settings for
remote access via SNMP agent and to configure the e-mail alarm or to upgrade
the firmware. The user should set the community string that controls access to the
onboard SNMP agent via in-band management software (SNMP Configuration).
The items provided by the Management Setup Menu are described in the
following sections.

SS30 — Management Setup Menu (MSM)

B Telnet 192.168.0.200 of x|

Email Alarm Configuration Menu

Firmware Upgrade Henu
User Config Menu

Cable Test Menu

Figure 53: Management Setup Menu

Use the [Tab] key to move from one field to the next and the [Enter] key to
select.

(MSM)/SNMP Configuration Menu

Use the SNMP Configuration screen to display and modify parameters for the
Simple Network Management Protocol (SNMP). The Switch features an onboard
SNMP agent that monitors the status of its hardware as well as the traffic passing
through its ports. A computer attached to the network, called a Network
Management Station (NMS), can be used to access this information. Community
strings control access rights to the agent module. To communicate with the
switch, the NMS must first submit a valid community string for authentication.
The options for configuring community strings and related trap functions are
described in the following figures and tables.
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SS31 - (MSM)/SNMP Configurations

WINNTvsystem32\cmd. exe - telnet 192.168.0.200

ENMP Conf iguration

Sustem Mame H a4

Location : WAGD Corporation
Contact name =

Get Community : public

fet Community = private

[SHHP Trapl

Index Status 1P address Commun it
Enabled 192.168.8.2008 jpublic
Disabled B.8.8.8 public
Disabled a. public
Disabled -a._8a. public
Disabhled @B.8.8. public

{Tabh> to move | <{Enter?> to select | {Esc? to Cancel_

Figure 54: SNMP Configuration

Use the [Tab] and [Enter] keys as previously. Enter the IP addresses of
computers that will be notified when abnormalities on a connection occur and an
alarm needs to be sent. Enter their community names and disable or enable their
alarm function.

Table 21: SNMP Configuration

Parameter Description

Index Number assigned to each trap

Status Disable or enable the alarm function

IP Address Enter the IP addresses of computers that will be notified

when abnormalities on a connection occur and an alarm
needs to be sent. Enter their community names and disable
or enable their alarm function.

Community Enter their community names

You can use an external SNMP-based application to configure and manage the
Switch. This management method requires the SNMP agent on the Switch and the
SNMP Network Management Station to use the same community string. This
management method, in fact, uses two community strings: the GET community
string and the SET community string. If the SNMP Network Management Station
only knows the SET community string, it can read and write to the MIBs.
However, if it only knows the GET community string, it can only read MIBs. The
default GET and SET community string for the Switch is “public”.
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SS32 — (MSM)/E-mail Alarm Configuration

The Industrial Managed Switch instantaneously issues e mail warnings to
engineers when an exception occurs. Users can also connect a relay output to the
Switch’s terminal block to enable an acoustic alarm e.g. (please see hardware
configurations for detail).

WINNTvsystem32\cmd. exe - telnet 192.168.0.200

iguration

Email alarm Hlisablel
Mail Server IP: 1A.1.1.2
From Address : DeviceServer@MyCompany.com

To Address Status

supportEMyCompany.com disahle

P disable

disahle

disahble

miasi dizable
Event Type Status Event Type Status
<@1>Cold Start disable <@8>Mew Root 1D disable
<@2>Warm Start disahle <A?>Topology Change 1D disahle
<@3>RJ45 Up disahle <i18>JetRing New Master disahle
<@B4>RJ45 Down disahle {1i>JetRing Topology Change disable
<@5>Fiber Up disahle €12>¥prezs Ring Failed disahle
<@6>Fibher Down diszahle €13>Coupling Ring Failed diszabhle

<B7>Conf iguration Change disable
{SAVE> {ESC>

{Tab} to move ! {Enter> to select | <{Esc> to Cancel

Figure 55: eMail Alarm Configuration

Use the [Tab] and [Enter] keys as previously. The user must Enable the E-mail
Alarm function and provide the valid IP address of the mail server, which the
Switch will use and a valid e-mail address for the Switch. The user can select up
to five (5) e-mail addresses that error messages will be e mailed to. Provide the
valid address and “Enable” the status. The user must then select which exceptions
will trigger an e-mail alert.

Table 22: eMail Alarm Configuration

Parameter Description

E-mail Alarm Enable/Disable

Mail Server IP Provide valid IP address of Mail Server

From Address Assign an e-mail address to the Switch (E.g. Industrial
Managed Switch@XXXXXX)

To Address Provide the e-mail address(es) to which e-mail alarms
should be sent. Remember to enable their statuses.

Event Type Enable the events for which you want to receive an e-mail
alert.
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SS33 — (MSM)/Firmware Upgrade Menu

The firmware for the Industrial Managed Switch can also be upgraded via TFTP if
such a file has been prepared. Create a TFTP server and upload into it the new
firmware file that will be downloaded. This feature helps users to keep updating
the firmware with new/enhanced features. For example:

File Name : upgrade file

TFTP Server IP address : (KPS

Figure 56: Firmware Upgrade

Use the [Tab] to move up and down the menu, and the [Enter] key to select and
unselect, or [ESC] to cancel.

Choose the following operations from the menu system:

Table 23: Firmware Upgrade

Parameter Description

File Name Enter a file name for new firmware
IP address Enter IP address of a TFTP server.
Start Upgrade Select to upgrade firmware

The Industrial Managed Switch will download the file and restart to affect the
new settings.
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SS34 — (MSM)/User Configuration Menu

4 C:AWINNT Asystem32\cmd.exe - telnet 192.168.0.200

Index lUzer Mame

DO O D,
PP 2T 2 2D D D
guestZ TP 2T 2 T D
ngESt3 TP 20T 20 2 200 D
ngESt‘l HCH TR R M

<SAVE>

User—Level

ReadsWrite
Read Only
Read Only
Read Only
Read Only

{Tab} to move ! {Enter> to select | <{Esc> to Cancel

Figure 57: User Configuration

SS35 - (MSM)Cable Test Menu

Cable Test is used to diagnose the physical copper links connected each port, by

separate pairs in a cable. If the link is well connected, the Status column will show

“normal”. If the link is disconnected, the Status column will show “open”, and
the Cable Length column will display the estimated distance from the port to the

location where the circuit is open.

B Telnet 192.168.0.200

CableLength

open about
open about
open about
normal

open about
open about
open about

M
M
an

an
M
an

<Tabh> to move | <Enter’>

Figure 58: Cable Test Menu

open about
open about
open about
normal

open about
open
open about

to select |

-|0] x|

CableLength

@M
M
aH

am

. BM

M
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SS36 — Main Menu/Port Counter Menu

The user can view the port’s statistics from this screen.

B Teinet 192,168.0,200 -0 x

Port Counter

IxGoodPkt TxBadPkt RxGoodPkt RxBadPkt TxAhort Collision DropPkt

8 a a a ] 283926
a 41984 a i a
a a a a
a a a a
a a a : a
a a a ¢ a
a a a p i a
167536 a a E a
a a ] ] v a

{Tab> to move | <{Enter’> to select

Figure 59: Port Counter

Table 24: Port Counter

Parameter Description

Port Port Number

TxGoodPkt Good packets transmitted by the port
TxBadPkt Bad packets transmitted by the port
RxGoodPkt Good packets received by the port
RxBadPkt Bad packets received by the port
TxAbort Transmission aborted by/from the port
Collision Packet collision information

DropPkt Number of packets dropped by the port
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SS37 — Main Menu/System Restart Menu

Users can remotely restart the Switch or reset the Switch to factory default
settings via software without turning OFF the power.

B Telnet 192.168,0.200 -0 x

System Restart Menu

Restore Factory Default Settings

{Tab> to move | <{Enter> to select

Figure 60: System Restart Menu

Note
Please note

If you highlight either ,,Restore Factory Settings* or ,,System Reset* and press
[Enter], the reset will commence immediately!

Note
Please note

If you press [Enter] when on the “Restore” field will set the switch back to
factory defaults immediately, all saved configurations will be lost!

Use the [Tab] to move up and down the menu, and the [Enter] key to select.
Choose the following operations from the menu system:

Table 25: System Restart Menu

Parameter Description

System Restore Pressing [Enter] when on the Restore field will set the
Factory Default switch back to factory defaults IMMEDIATELY.
Settings

System Reset Press [Enter] when on the “Reset” field to reboot the
switch. After rebooting, it is necessary to log in again
Exit Exits menu and returns to Main Menu
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8.4 C — Using the Internet Browser Interface

84.1 Overview

This section gives a step-by-step guide to configuring the Industrial Managed
Switch’s management functions. A series of screen shots (SS#) and instructions
illustrate the main menu structure and how it works.

Firstly, open a web browser and key in the Switch’s IP address — then press
[Enter]. A Web Manager page like this will pop up on your screen:

SS1-Login

M etzwerkkennwort eingeben |

@ aeben Sie Benutzemamen und F.enrwart gin.
Site: 192.168.0.200

Eereich “Web Manager

Benutzermame ||

Eennwort I

[" Dieses Kenrwaort in der Kennwortliste speichern

k. I Abbrechen

Figure 61: Log-in
The default username is: admin

There is no preset password for this module, so click on [OK] to proceed.
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8.4.2

System Details

When your Web browser connects with the Industrial Managed Switch’s Web
agent, the home page is displayed as shown below. The home page displays the
Main Menu on the left side of the screen and System Information as the main
page. The Main Menu links are used to navigate to other menus and display
configuration parameters and statistics.

SS2 — Homepage (System Detail/System Info)

waco
[ Main Klenu
&+ [l System Details System Information
B [ Configuration Description  © Managed Industrial 7+ Switch
= [l Mamt Confg Model Name © 552104
5t System RestartMeny | Object D © 1.3.6.1.4.1.12/80.5.803

Up Timu ;O day O hour 56 min 9 sec

Language: Enghsh = SystoinRamer; |852—1D.¢

Configuration: | Advanced = Contact Name : |

Locatlon : |WAGD Corporation

DHCP Client ; Disable

IPAddiess [tz Jtes o 00
SubnetMask : [255 255 s o
Galuway ez e p R

Figure 62: Homepage

Click on each parameter field to modify the specific settings, click [Undo] to
restore previously saved configurations or click [Save] to retain newly entered
information. See description below:
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Table 26: Homepage

Parameter Description

Description Provides description of the Switch

Object ID ID or Serial number

Up Time Provides information on up time, or the time that the system
has been operating

System Name Modify the name of the Switch here

Contact Enter a contact name

Location Enter the location of Switch

DHCP Client Disabled or client’s name

IP Address Default: 192.168.100.1

Subnet Mask Default: 255.255.0.0

Gateway Default: 192.168.0.1

Note
Please note

The above are factory defaults used as an example only. A new address is
important. Choose numbers between 0 and 254 in each sub-address field. Make a
note of them and keep the details in a safe place.

SS3 - Board Info

Board Information

Hardware Wersion : 6700-00803-1101
Firmwara Version : 2 (1 08 {bailt at Mar 20 2008 20003:54)
Puit Humber : O

Figure 63: Board Information

Table 27: Board Information

Parameter Description

Hardware Version |Provides information on the hardware version

Firmware Version |Provides information on the firmware version

Port Number Provides information on the number of ports available

SS4 — DHCP Configuration

DHCP Cenfiguration
DHCP Client : [Disstle =]
DHCP Cllent State :
DHCP Leasad Time : 0 seconds
DHCP Explry Time : 0 seconds
Undo | Save

Figure 64: DHCP Configuration
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8.4.3

Configuration
Port Configuration

This section allows you to view and change the parameter settings for the
individual ports on the Industrial Managed Switch. See screen shot and table
below for adjustable parameters.

SS5 - Config./Port Configuration

Speed Duplex

Pon Namp Type Admin T Sowing S Soulhg Link AUTO Floar.Control
uTP-1 [ | Rus | [Enable =] 10M [10om =] Hali | [Ful =] up [Enable =] [Enable =]
uTP-2 | rus | [Enable 7] 10M [1oom =] Hali | [Ful =] Down [Enable =] [Enaie =]
uTP-3 | rM5 | [Enable =] 10M [1non =] Half Full = Diawn [Enatle =] [Enatie =]
uTP-4 | rus | [Enable =] 100M 100M = Full Full = Up [Enatle =] [Enatie =]
UTP-5 I | RM5 | [Enable =] 10M 100M = Half Full = Diawn [Enable =] [Enanie =]
UTPR I RME | [Enabie =] 10M [1nom =] Half Full = Diwn [Enabie =] [Fratia =]
utR? I | RME | [Enabie =] 10M 100M = Hali | [Ful =] Diwn [Enabie =] [Eratia =]
Fibor & I | Fiber | [Enabie =] 100M 100 M Full WA Diwn WA, [Fratie =]
Fibor9 | Fibor | [Enable =] 100M 100 M Full NIA Down NIA Enable =

Undo Sae |

Figure 65: Port Configuration / Advanced Control

Click on each parameter field to modify the desired setting, then click on [Undo]
to restore previously saved configurations or click on [Save] to retain newly
entered information. See description below:

Table 28: Port Configuration

Parameter Description
Port Port types and numbers.
Name Assign a names to each port to keep record of your
connections.
Type Type of connector for each port (auto-detects fiber and
RJ-45).
Admin Enable or disable admin configurations.
Speed  (Status Provides information on speed at which ports are currently
operating.
Setting | Set speed for RJ-45 ports. (The speed for fiber ports is
fixed).
Duplex [Status Provides information on Duplex Status.
Setting | Select half /full duplex modes.
Link Provides information on link status.
AUTO Enable/Disable Auto negotiation on copper ports.
Flow Control Enable/Disable flow control for each port.
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Note
Please note

Disable the auto (auto negotiation) function to configure speed and duplex. Click
on [Undo] to restore previously saved configurations or click on [Save] to retain
newly entered information.

SS6 - Port Status

Ports Status
Part Hame Type Admin Spead Duplex Link Auto Flow Control

uTe-1 RME Enahlpd 10 Hadf Up On Enahind
UTP-2 R4S Enabled 10 Hadf Diawn On Enablad
utP3 R45 Enahled 10 Half Dierwn Omn Enabled
UTP-4 R4S Enabled 100M Full Up Cn Enabled
LTRS RS Enahlod [e] Half Dicrwn On Enablnd
UTPE RJ45 Enabled 10 Hat Diawm On Enabled
uTRy Rl45 Enabled 10 Hdf Dlerwn On Enablesd
Finard Fiber Enabled 100M Full Dewn WA Enabded
Finar-3 Fihar Enabled oo Full Dlerwn A Enabled

Port Corifiguration

Figure 66: Port Status

This window offers at-a-glance status reporting for Switch operations. Click on
the Port Configurations button to return to the Port Configurations window if you
need to change a setting.

SS7 - RMON Status

The user can view the details of packet transmission and reception at each port.
Select the port number (1 ... 9) to see the port details.

RMON
Slot Mumber : IE Claar
RX
Unicasts 0  Broadcasts 0
Pause 0 Multicasts 0
FCSErr 0 AlignErr 0
GoodOctets 0 BadOctets 0
Undersize 0  Fragments 0
64 Byte Frames 0 65-127 Byte Frames 0
128-255 Byte Frames 0 256511 Byte Frames 0
5121023 Byte Frames (0 MaxOctets 0
Jabber 0 Owversize 0
Discards 0  Filtered 0
TX
Unicasts 0 Broadcasts 999
Pause 0 Multicasts 47
FCSErr 0 GoodOctets 90533
64 Byte Frames 726 65-127 Byte Frames 219
128-255 Byte Frames 101 256511 Byte Frames 0
5121023 Byte Frames (0 MaxOctets 0
Collisions 0 Late 0
Excessive 0 Multiple 0
Single 0  Deferred 0
Discards 2

Figure 67: RMON Status
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8.4.4

Bridge Menu
Using the Bridge Menu

The Bridge menu is used for configuring the Jet Ring, Spanning Tree Algorithm
and Xpress Ring settings, as well as the traffic class priority threshold and the
address aging time.

The Jet Ring offers fast recovery time of less than 300 ms in case of link failure
(if Jet Ring is enabled). It has a longer recovery time than Xpress Ring (50 ms),
but it needs almost no set-up configuration.

Xpress Ring offers a very fast link-failure recovery time of 50 ms, but the user
must select the role of the Switch (arbiter or forward) and which two ports will be
part of the Xpress Ring network.

The Spanning Tree Algorithm is used for detecting and disabling network loops,
and to provide backup links between switches, bridges or routers. This allows the
switch to communicate and interact with other bridging devices (i.e. STA-
compliant devices) in a network to ensure that only one route exists between any
two stations, and it provides redundant or backup links that automatically take
over when a primary link goes down.

SS8 - Bridge Configuration

Enable / Disable STP , Jet Ring or Xpress Ring
Ring Prataceol

oo |

Figure 68: Bridge Configuration

Table 29: Bridge Configuration

Parameter Description

Disabled Disable redundancy function

STP (802.1D) Redundant link via Spanning Tree Protocol
Jet Ring Redundant link with fast recovery time of less than 300 ms
Xpress Ring Redundant link with fastest recovery time: less than 50 ms

Select the appropriate mode as per the network needs, then click on [Save] to
retain newly entered information or click on [Undo] to restore previously saved
configurations.
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SS9 - (Bridge)/STP System Configuration

This screen allows the user to enter the STP parameters for the Switch. Please
note: users must select “STP 802.1D” under Bridge Configuration to perform
this configuration. Otherwise, this option will not be accessible.

STP System Configuration
Root Eridge Information Configure Spanning Tree Parameters

Eridge Pricrity 2768 2 gy e -
MAC Address 0030del9661 Bridge Priority 527 6E (Lirmit O~B5535)
Root FPath Cost ]

. B i -
RoctPart: 0 Hello Time : { Limit 1=101)
Hedlo Time Z

: 1 imit -

Forward Dalay: 15 Forvward Delay . 5 {Limnit 4-30)
Manc age 20 Max age - 20 {Limit G=40)
Undo Sare I

Figure 69: STP System Configuration

Enter the appropriate entries, then click on [Save] to retain newly entered
information or click on [Undo] to restore previously saved configurations.

Table 30: STP System Configuration

Parameter Description

Bridge Priority Set the bridge priority. The limit is given between 0O (the
highest priority) and 65535 (the lowest priority).

Bridge priority is used in selecting the root device, root
port, and designated port. The device with the highest
priority becomes the STA root device. However, if all
devices have the same priority, the device with the lowest
MAC address will then become the root device.

Hello Time Time interval (in seconds) at which the root device
transmits a configuration message.
The limit givenisfrom1 ... 10s.

Forward Delay Set Forward Delay. The limit given is from 4 ... 30 s. This
is the maximum time (in seconds) the root device will wait
before changing states (i.e., listening to learning to
forwarding).

Max age Set the (maximum age) waiting time for receiving packets
before attempting to reconfigure the link. The limit given is
from6 ... 40 s.
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SS10 — (Bridge)/STP Per-Port Configuration

STP allows the Switch to assign a priority status to each of its ports, with respect

to other networking nodes in the network. In other words, STP determines the best
route for data to flow, given the priority level of each node on the network. Ensure
that this function is activated to avoid collisions and when setting up backup links.

Spanning Tree Port Configuration
Type Priority{1~255) Cost(1~65535) Port Role

'u
o
a

1 FJ45 |T hu_ Forwarding
2 RJAS | [ Blacking
3 RM5 I fia—— Elocking
4 RJ45 [ E Forwarding
5 RS | [ Elacking
6 RJ45 fm B Blocking
7 RJ45 128 [E Blocking
2 Fiber |T [W_ Blacking
] Fibar W f19— Blocking
Undo Sae |

Figure 70: Spanning Tree Port Configuration

Click on each parameter field to modify the desired setting, then click on [Undo]
to restore previously saved configurations or click on [Save] to retain newly
entered information. See description below:

Table 31: STP per Port Configuration

Parameter Description
Port Type RJ-45: Ethernet port
Fiber: Fiber port
Port Priority Set the priority of each port. The limit given is from
(1...255) 1 ... 255. The lowest number means highest priority. The

default priority is set to 128 — the midpoint of this limit.

Cost (1 ... 65535) |Setthe cost assigned to each port. This will determine the
route of information flow. The higher the cost the less
suitable the port is to be a node for the STP.

Port Role Blocking the port is blocking by Spanning Tree
Protocol
Forwarding the port is forwarding
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SS11 - (Bridge)/Jet Ring Status

Users can view the Jet Ring status after enabling the Jet Ring at the menu Bridge
Configuration.

Jet Ring Status
:d;:ei;:l::f; :::;: {1JU.3LJ.L1e.I=.Qe.61
Bridge Role : Leaming..
Figure 71: JetRing Status
Table 32: JetRing Status
Parameter Description
Master Bridge Display MAC address of the Switch in the Jet Ring.
MAC
Jet Ring Total Number of Switches forming a Jet Ring
Nodes
Bridge Role The role of the Switch
Port Role Display each port’s role
Ring Port Display which ports are ring ports
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SS12 — (Bridge)/Xpress Ring Configuration

Xpress Ring Configuration
¥press Ring Hole :
Selact Ring Port1 :
Select Ring Pont2 @

Paort Stuts
Ring PORT-1 State Forearding
Ring PORT-2 State Forwarding

M Save
Figure 72: XpressRing Configuration

Here you must set the Switch’s role in the Xpress Ring network and the ports that
will be part of the Xpress Ring. If the network’s configuration changes (e.g. for a
node failure or added switch) the MIS personnel has to make sure these settings
are still valid — if the ring is set for XPress Ring.

Table 33: XpressRing Configuration

Port Configuration

Xpress Ring Role Arbiter |The Switch which receives status reports
submitted from other Switches of the ring and
decides the ring recovery behaviours.

Forward | The Switch which is not the Arbiter of the ring
and will forward the received status reports on
the other side of ring ports.

Port status Display the ring port statuses as:
- Forwarding for packet transmitting and
receiving status, or
- Blocking for port disabled or link down
status.
Select Ring Port-1 The first ring port with the link composing part of the
Xpress Ring.
Select Ring Port-2 The second port with the link composing part of the
Xpress Ring.
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8.4.5

Coupling Ring

Set Coupling Ring configurations to all Switches of either side of two
interconnected Xpress Rings.

Coupling Ring Configuration

Coupling Ring Rule : [ -]

Select Control Port : m

Select Ring Port : E

Port State

Control PORT State Fonsairding
Ring PORT State Forwarding

Figure 73: CouplingRing Configuration

Table 34: XpressRing Configuration

Port Configuration

Coupling Ring Role | Arbiter |The Switch with the backup secondary link to
the peer Xpress Ring.

Master | The Switch with the primary link to the peer
Xpress Ring.

Normal |The Switches not with the links connecting to
peer Xpress Ring.

Select Control Port | The Control Port of Coupling Ring Master Switch or
Arbiter Switch for communication with each other.

Select Ring Port The Ring Port of Coupling Ring Master Switch or Arbiter
Switch for connection to the peer coupled Xpress Ring.

Port State Display the port status of Control Port or Ring Port as
- Forwarding for packet transmitting and
receiving status, or

- Blocking for port disabled or link down status
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8.4.6 Virtual Local Area Networks (VLAN)

A VLAN is a network of computers behaving as though they are connected to the
same segment, even though their physical location may be on a different segment
of a LAN altogether. VLANS are configured through software rather than
hardware, which makes them extremely flexible.

Some of the advantages of VLANS are:

. When a computer is physically moved to another location, it can stay on the
same VLAN without any hardware reconfiguration because VLANS are not
limited by hardware constraints.

. VLAN:S can be configured to define a network into various logical
configurations. For example, VLANSs can define a network by application.
In this scenario, a company might create one VLAN for multimedia users
and another for e mail users.

. VLAN:S can also define a network by department. For example, a company
might have one VLAN for its Engineering Department, another for its
Marketing Department, and another for its Sales Department.

. VLANS can also be set up according to the organization’s internal structure.
For example, the company president might have his/her own VLAN, the
executive staff might have a different VLAN, and the remaining employees
might have yet a different VLAN.

As these examples show, VLANSs offer incomparable flexibility. The following
section describes how VLANS can be deployed using the Switch.

SS13 - VLAN Type/(VLAN Configuration)

VLAM Configuration
Vian Type Digable ‘I
Undo

Part-Dased
lag-Based

Figure 74: VLAN Configuration
The menu Vlan Type let users select the VLAN type of the Switch.

Table 35: VLAN Configuration

Parameter Description

Disabled The VLAN function is disabled.

Port-based The VLAN function is enabled for Port-based VLANS.
Tag-based The VLAN function is enabled for IEEE802.1Q VLANS
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SS14 - Port-based VLAN Configuration

Port-Based VLAN Configuration
Port Number Pori Pon2 Por3 Pord Ponts Port Pon? Pord Pored

Apply

Port-Based VLAN Status

Puort Humber Portd Por Puitd Porid Porth Purt Port? Purtd Pord
Paort1 - iy Y i ¥ i 4 Y A
Fort2 i Y i i Y i ¥ Y
Port3 i Y - Y fi Y ¥ i i
Fort4 i Y Y ¥ Y i Y i
Ports i Y Y ¥ - Y Y Y s
Fortt ¥ b Y 4 i i Y Y,
Paort? Y T Y X Y Y - Y oY
Fortg i i Y 4 i iy i Y,
Fortd Y Y Y X Y Y ¥ Y -

Figure 75: Port-Based VLAN Configuration

The Menu Port-Based VLAN Configuration is for configuration of Port based
VLAN. It is enabled only when the VLAN Type is set as Port based.

At each port the user must click on the checkboxes of the ports to which the port
is allowed to switch frames from the configured port. And then click on [Save] to
retain newly entered information or click on [Undo] to restore previously saved
configurations.

SS15 - Tag-Based VLAN Port Configuration (Tagging Base/Port Info)

Tag-Based Port Configuration

Ingress fllier

AL L e AL ViD= non-contalned In VLAN table | Ingress por non-member of Y1AN L hRE ] el
I | P [Dwp Forward 5] [Oisabie ] | [Disabie 2]
2 |1— P [Dwp Foward 5] [Oisabie ] | [Disabie 2]
3 | B [Drap Forward ] [Dizabie 5] [Disable 7]
4 I1— r Fuorward Fuorward ,m m
5 [— F i Voisra e [Diewie®] | [DeabeR]
& | B [Drop Forward =] [Dizatte =] [Dezable =]
7 | B [Crup Furward =] [Drzatie =] [Drable =]
& | B [Crup Furward =] [Drzatie =] [Drable =]
] | B [Crup Furward =] [Dizabie =] [Dmsable =]
Undo Sae |

Figure 76: Tag-Based VLAN Configuration

The menu Tag-Based Port Configuration is for configuration of Tag based
VLAN. It is enabled only when the VLAN Type is set as Tag based. The sub
menu Port Info let users configure the way in which each port treats the incoming
frames that are marked for Tag-based VLANS.
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Table 36: Tag-Based VLAN Port Configurations

Parameter Description

PVID Set the VLAN ID. The limit given is between 1 and 4095.
The VLAN ID is assigned to all untagged frames received
on this port.

Priority Set VLAN Priority. The limit given is between 0 ... 7.0 is

the lowest priority and 7 is the highest priority.

Ingress Filter 1
(Non-Member) and
Filter 2 (Untagged)

Non-Member (1): Forward

Untagged (2): Forward

. Forward the VLAN-tagged frames which are not
members of any VLAN in which the port is
participating, and forward all untagged frames.

Non-Member (1): Drop

Untagged (2): Forward

. Drop the VLAN-tagged frames which are not
members of any VLAN of which the port is
participating, and forward all untagged frames.

Non-Member (1): Drop

Untagged (2): Drop

. Drop the VLAN-tagged frames which are not
members of any VLAN of which the port is
participating, and drop all untagged frames.

Isolated

Enable |The port is isolated. Isolated ports belonging to
the same VLAN do not communicate with each
other — this is generally set for security reasons.
The isolated ports communicate only with the
trunk ports, which should NOT be set as
isolated.

Disable |The port is not isolated and can communicate
with all ports of the VLANS.
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SS16 — “Tag-based info” menu

Tag-Based VLAN Table 1 T Add Vian Configuration
Vian ID:[1 ] VianD. [ (1~4094)
[Untagging =]

Delele I odify I . [ Save

Figure 77: Tag-Based VLAN Table

NO =

W~ | AW =

Ol |~N|lo|l | A]jlw]a] =
z
4

The sub-menu Tag-based info let users add, modify, or delete entries in the
Tagging VLAN Table, the configurations of 802.1Q VLANSs and the participating
ports. Up to 64 VLANS can be configured on the Switch.

On the left is the Tag-based VLAN Table, where existing VLANS can be
modified or deleted. In the first row is the VLAN ID (VID) numbers (1, 2, etc.) of
the previously configured VLANS. Users can click on a VID number to display
the port information of that VLAN.

The following table describes the port parameters in regard to 802.1Q VLANS:

Table 37: Tag-Based Info Menu

Parameter Description

No The port is not participating in the VLAN as identified by
the selected VID (VLAN ID).

Untagging The port is an untagging port (as defined in 802.1Q) that is

participating in the VLAN. In such an untagged port the
Switch will strip off the 802.1Q tag from the incoming and
outgoing frames if they are tagged in such a way. This is
used for sending frames to non-802.1Q-compliant devices.

Tagging The port is a tagging port (as defined in 802.1Q) and is
participating in the VLAN. The Switch will put the VLAN
information of the port — including VID and Priority — into
the header of the untagged frames coming in or transmitted
from the port. The tagged VLAN information in the frames
can later be used by other 802.1Q-compliant devices for
forwarding decisions.

Click the button [Modify] to modify configurations of the selected VLAN
according to the settings on the table.

Click the button [Delete] to delete the VLAN entries of the selected VID.

On the left is the Add Vlan Configuration” work area where you can add VLAN
configuration entries onto the Tagging VLAN Table. Enter a valid configurable

waco'
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802.1Q VID ranging from 1 ... 4094 into the field on the first row. Next, specify
for each port the parameters described in the table above — this will decide if the
specific port will participate in that specific VID and how it will participate. Click
the button [Save] to add the new VLAN to the Tagging VLAN Table.

SS17 - Packet Configuration

Use this screen to set the Jumbo packet limit and the Rate Control for each port of
the Switch.

Jumbo Packet I Rate Control Configuration

Jumbo Packet Length |1536 vl
Rate Control Configuration

Port Ingress Limit Mode Ingress-Rate Egress-Rate(All Frames)
1 [Mutticast/Broadcast & Flooded unicast 7] [256K =] [2m8K =l
2 |MulticastIBroadcast only j |512K j |N0t Limitedj
3 |Broadeast only =l [m =] [mot Lirited |
4 Iulticast/Broadcast & Flooded unicast i |8M _'J |N0t Limited _'J
5 |AlFrames =] | Mot Limited =] [ 1 =l
&  |Al Frames =] |miot Limited =] |not Lirnited |
7 [N Frames =] | Mot Limited =] [not Lirnited |
g | Al Frames =] | Mot Limited =] | ot Lirnited |
9 [AlFrames =] | Mot Limited =] [not Lirited |

Figure 78: Jumbo Packet

Click on each parameter field to modify the desired setting, then click on [Save]
to retain newly entered information or click on [Undo] to restore previously saved
configurations.
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Parameters described below:

Table 38: Jumbo Packet

Parameter

Description

Jumbo Packet
Length

Select the size of packets:

1536 — For double-tagged packets or jumbo packets

1522 — For normally tagged packet. 1518 bytes are actually
allowed for untagged packets.

Port Ingress Limit
Mode

Select to block the specified traffic from the port.

Multicast Rate
Limit

. All Frames: — Restrict all kinds of packets (Default)
exceeding the rate set in the Ingress/Egress Rate
fields

. Multicast/Broadcast & Flooded unicast: — Restrict
these packets when exceeding the set value

. Multicast/Broadcast only: — Restrict these packets
when exceeding the assigned value

. Broadcast only: — Restrict broadcast only packets
when exceeding the assigned limit

Ingress / Egress

Rate

Set the threshold of traffic of limited packets for each port

in the Switch.
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SS18 — Port Mirror

Set the port mirroring option to monitor data being transmitted through a specific

port.

Port Mirroring Configuration

Mlirroring Mode - |Ingress & Egress vi

Monitoring Port : [Part 3 =]
Port  Monitored Port
Port 1[vE]

Port 2] =]

Pot3[ =]

Portd [V =]

Pot5[ =]

Pot6[ =]

Port 7] =]
Pot8[vz]

Port 9[- =]

Undo |

Figure 79: Port Mirror

Save |

Click on each parameter field to modify the desired setting, then click on [Save]
to retain newly entered information or click on [Undo] to restore previously saved

configurations.

Table 39: Port Mirror

Parameter Description
Mirror Mode Select appropriate mode:
- Disable: Mirror mode is disabled.
- Ingress & Egress: Monitor both incoming and outgoing
traffic.
- Egress: Monitor only outgoing traffic.

Monitoring Port

Select the port which will do the monitoring.

Monitored Port

Select the port that needs to be monitored.
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SS19 - Trunk Configuration

Port Trunking defines a network link aggregation and trunking method which
specifies how to create a single high-speed logical link that combines several low-
speed physical links. Use the Trunk Configuration page shown below to create
trunk groups. The Switch supports a maximum of four trunk groups. Each trunk
group may be comprised of up to four ports, selected from any combination of
ports1 ... 8.

Trunk Configuration
Trunk Group Iembers
: Fi1Oo2C3aF4d4OCO5 06T CE80O9
CT1F2C3040C5M607T 809
CT1C02M304F5 0607 C8M9
FI1C2C3MAC5C06MT 809

| =

Figure 80: Trunk Configuration

RN LI ]
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8.4.7

IGMP Menu — Using the IGMP Menu

The IGMP menu is used for configuring IGMP snooping. IGMP means "Internet
Group Management Protocol™. It is a protocol through which hosts can register
with their local router for multicast services. If there is more than one multicast
router on a given sub-network, one of the routers is elected and assumes the
responsibility of keeping track of group membership.

SS20 - IGMP Configuration

This menu allows the user to Enable/Disable IGMP Snooping and IGMP Query.

Note
Please note

In order to keep the switch traffic efficient, the last byte of the IP address should
not be the same as in the IGMP group. E.qg. if the Switch’s IP address is
192.168.0.10 and the IGMP router/switch’s IP address is 192.168.21.10, this will
make the switch less efficient.

IGMP Configuration
|GMP snooping:|Enah|e v|
IGMP queny |Aulo vl

Purl  IGMP slalic
Port1]- =]
Port 2[- =]
Port 3 [V
Port4[- =]
Port5[v=]
Pot6[- =]
Port 7 =
Port 8[vz]
Port 9[- =]

Undo | Save |

Figure 81: IGMP Configuration

SS21 - IGMP Group Status

This window will display the IGMP group status of the port members if IGMP
traffic is present.

IGMP Groups Status
Ho. Multicast Group WD 1 2 3 4

001 235.080.068.083 - - - Q I Q - - Q
a0z 238083 100108 Q M #] Q

Figure 82: IGMP Group Status

w
o
-
=
-
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8.4.8

The MAC Menu

The MAC menu will enable the following configurations:

SS22 — MAC Table Status

The user can view the MAC Table by selecting this function.

MAC Table Status

Ho. MAL Puldress Static
0001 00-30-DE-00-62-84 Mo
ooz 00-30-DE-FF-SE-61 Yas

0o O-50-C 2-00-00-00 Mo
0004 I LC2FR-FR-F1 Yas

Figure 83: MAC Table Status

SS23 - Lock Learning MAC

Priority 1 2 3 4 5 6 7 8 9
00 ®

The user can stop specific port(s) from learning MAC addresses. Select the port(s)
that need to be locked so that they cannot learn MAC addresses.

Port  Lock
Port 1 =]
Port2[- =]
Port3[- =]
Port4[- =]
Port5[- =
Port6[- =l
Port7[- =l
Port 8- =]
Porta[- =l

Unda |

Figure 84: Lock Learning MAC

Lock MAC Address Learning

Save
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SS24 - Static MAC Configuration

Here the user can select a static MAC configuration for certain port(s) of the

Industrial Managed Switch.

Add the valid MAC address in the MAC field, then select the priority and port

number. Press [Save] to implement the input.

The Static MAC addresses and their settings will be displayed in the table below

the input bar. Press [Delete] to void the configuration.

Static Unicast MAC Configuration

MAC Address: [ {Example:00.01.02.03.04.05)
Priority : IEI (=3
Port : [1=] (1-9)

No. MAC Address Priority Port

Figure 85: Static MAC Configuration

Delete
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SS25 - MAC Limit Configuration:

Mac Limit Configuration
Mac Lirmil Funclion W Lirmt Cluanhbiby. 1-20 {WAK)

Port Limil Quantity Action
PORT1
FORT2
PORT3
PORT4
PORTS
PORTE
PORTY
PORT1
PORTY

Disable ¥

Disable

Disable ¥

Enabl

Disable ¥

Dizable =

Disable

Dizable =

HHHEERHY

Dizable =

4T

Figure 86: MAC Limit Configuration

The menu MAC Limit Configuration let the user limit the number of incoming
MAC addresses per port. If the user wants to disable this function, select
[Disable] from the combo box Mac Limit Function on the upper left. The Limit
Quantity range is 1 ... 20 per port. The MAC addresses learned are recorded on a
per-port basis. Only the frames with such recorded MAC addresses will be
forwarded. This learning process will be conducted every 3 minutes. So, if users
change the NIC of the PC or IP appliance, the new MAC address will be learned
in 3 minutes by the Switch, with the set quantity limitations. The MAC Limit
Function can be disabled or enabled per port, under the parameter labeled Action
in the table. Generally this function is only enabled for downlink ports.
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8.4.9 QoS Menu
QoS (Quality of Service) refers to the mechanisms in the Switch’s network
software that make the actual determinations of which packets have priority. The
Switch supports advanced QoS features like scheduling, classification and
policing.
SS26 — QoS Base Configuration
This window offers user to perform the basic configuration for Quality of Service.
Schedule Mode: weighted fair queuing/all high before low
QoS Base Configuration
Schedule Mode Iweighted fair queding x|
Tag Priority Enable IP ToS Priority Enable IP Cwer Tag
Pot1 [ & Port 1 [ = Port 1 [v=]
Ptz [ = Port 2 = Port 2 [V =
Pota [ =] Port 3 [ =] Port 3 [v =]
Potd [ =] Port 4 [ = Port 4 [v =]
Pots [ & Port 5 [ = Port 5 [vE]
Pots [~ =l Port 6 [ = Port6 [v]z
Port7 |- =] Port 7 [ =] Port 7 V=
- Part 8 [ = Port 8 [v =]
Potg [ & Port 9 [ = Portg [vE]
Undnl Save |
Figure 87: QoS Base Configuration
Weighted Fair Queuing (WFQ) is a packet scheduling technique allowing
guaranteed bandwidth services. The purpose of WFQ is to let several sessions
share the same link.
Once you adjusted the basic settings, use the button [Save] to implement these
changes.
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SS27 — Tag Priority

The user can define up to eight different priority values for the Tagged VLAN
frames. Select the priority queue number for the Switch to map the MAC frames
into different priority queues: i.e. High, Medium, Normal or Low. Use [Save] to
apply the settings.

Tag Priority Table

Mumber Priority

[Hgn =
[Low &

U]
1
2
3
4 Prefarrec fid
5 [Low =]
B [Low 7]
7 [Low =]

Figure 88: Tag Priority Table

SS28 — IP ToS Priority

The IP ToS (Type of Service) Priority menu provides up to 63 different priorities.
The user can select the most suitable combination.

IP ToS Priority Table

Humber 0 1 ? ) 4 5 i 7 n 9 n 1 12 11 1 15
Priwrily anwﬂ |anﬂ Low * |anﬂ ltnwﬂ |anﬂ Low » |Lowﬂ anwﬂ |anﬂ Low » |Lowﬂ |anﬂ |anﬂ Low = |Lowﬂ
Humber 16 "7 14 19 2 21 22 23 24 25 26 2 24 24 30 3

PI'iUI'iT\,f!Lu\\ld |Luwd mle [Luwj |Luwd m ILuwj !Lu\\lj |Luwd mle |Luwj |Luwd |Luu\rj|Luwj
Number 32 33 34 ¥ 36 k) 38 k2 40 4 42 43 44 45 46 7
Prlonwiln\ujllnwdmlln\uj [Inwjllnwdmllmﬂj ilnwjllnwdmlln\-\rj |1n\vj||nwd||nwj|lmxﬂ
Numher 48 19 50 51 43 5 55 56 a7 58 59 60 61 6 63

52 ] 2
Priority |[Low =] [Low =] m [Low =] [Low =] [Low =] [Low =] [Low =] [Low =] [Low =] m [Low =] [Low =] [Low =] [Low =] [Low =]
JiE] =
Figure 89: IP ToS Priority Table
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8.4.10 Management Configurations
SS29 - Serial Port Configuration

Here the user can see the serial port configuration that can be utilized while
accessing the switch via Console port.

Serial Port Configuration

Management Mode : COMNSOLE MODE
Baud Rate : 33400

Data Bits : 3
Stop Bits ; 1
Parity : NOMNE
Timeout : [500 (20~3600 seconds)

Figure 90: Serial Port Configuration

Click on each parameter field to modify the desired setting, then click on [Save]
to retain newly entered information or click on [Undo] to restore previously saved
configurations.

Table 40: Serial Port Configuration

Parameter Description

Management Mode |Default COM port properties

Baud Rate

Data Bits

Stop Bits

Parity

Time Out Set the time (seconds) for auto-logout in case there is no
activity for that time period
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8.4.11

SNMP Configurations

SS30 - SNMP Communities

SNMP Communities
Community Name
GET [public
SET [private
U 5|

Figure 91: SNMP Configuration

Click on each parameter field to modify the desired setting, then click on [Save]
to retain newly entered information or click on [Undo] to restore previously saved
configurations.

Table 41: SNMP Configuration

Parameter Description

GET Community Name public - for reference only.

SET Community Name private - a group that can be renamed,
e.g. individuals that have access to this management
program.

Community Names |Modify the Community names.

Note
Please note

You can use an external SNMP-based application to configure and manage the
switch. This management method requires the SNMP agent on the switch and the
SNMP Network Management Station to use the same community string. This
management method, in fact, uses two community strings: the GET community
string and the SET community string. If the SNMP Network Management Station
only knows the SET community string, it can read and write to the MIBs
(Management Information Bases of the devices), but, if it only knows the GET
community string, it can only read the MIBs.

The default GET and SET community strings for the switch is public.
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SS31 - IP Trap Manager

The following tables describe how to specify the management stations that will
receive authentication failure messages or other trap messages from the switch.
Up to 5 trap managers may be assigned.

IP Trap Manager
I Address Communirg Hame Status

Undo Save

Figure 92: IP Trap Manager

Click on each parameter field to modify the desired setting, then click on [Save]
to retain newly entered information or click on [Undo] to restore previously saved
configurations.

Table 42: IP Trap Manager

Parameter Description

IP Address Enter the IP address of terminals for when abnormalities on
a connection occur and an alarm needs to be sent. The
alarm will be sent to these terminals. Enter their community
names and disable or enable their alarm function

accordingly.
Community Name |Enter their community names.
Status Disable or enable their alarm functions.
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SS32 — E-mail Alarm Configuration

The Industrial Managed Switch can send alarm notifications via e-mail to
assigned e-mail addresses in case of any abnormal event. Up to 5 e mail addresses

can be assigned.

Email Alarm @ [Dizable x
Mail Server IF - [10.1.1.2

Fram [DeviceSeremMyC ompar
To: 1 |sup|:nf@M;‘Compa'|)‘.cc: |'J|saale ;I
! [Drszain =]
- [Disable =]
1 - [Disable =]
| [ =]
01> Cold Start [Disabie =]
=02=Warm Start . m
<03=RMS Up [Orsable =]
<04=R.045 Diown : [Disabie =]
<05=Fiber Up m
=0=Fiber Down m

Undo

Email Alarm Configuration

Alarm Type
<07 >Conhguration Change lm
=(E=Maw Root 10 Dizabile =
=09=Tapalogy Changa 10 [nzable *
<10=JetRing Mew Master : [Disabie 5]
=112Jeliing Topology Change lm
S |

Figure 93: eMail Alarm Configuration

Click on each parameter field to modify the desired setting, then click on [Save]
to retain newly entered information or click on [Undo] to restore previously saved

configurations.

Table 43: eMail Alarm Configuration

Parameter

Description

Email Alarm

Enable/Disable e-mail alarm notification
(Default = Disable).

Mail Server IP

Enter the IP address of the mail server.

mail alarm

From Valid e-mail address assigned to the Switch.

To E-mail address(es) to which e-mail will be sent (maximum
of b).

Alarm Type Enable/Disable the type of event that should trigger an e-

waco'
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SS33 — User Configuration

If this is your first time to log into the configuration program, then the default user
name is admin with no password. The user level access allows configuration to
all parameters and statistics.

You should define a new administrator password, record it and put it in a safe
place. Select User Configuration from the Management Setup Menu and enter
a user name and/or password for the administrator. Note that passwords can
consist of up to 12 and the username up to 20 alphanumeric characters — and they
are not case sensitive.

User Configuration

User Name User Pamaneond User-Level

admin

foesti
fwess

Unda

Figure 94: User Configuration
Five users can be configured by the Switch.

Click on each parameter field to modify the desired setting, then click on [Save]
to retain newly entered information or click on [Undo] to restore previously saved
configurations.

Table 44: User Configuration

Parameter Description

User Name Modify the default Username.

Password Modify the User Password.

User Level - Read/Write Users with the user level
Read/Write have administrator
privileges and can look at AND
change the configurations of the
Switch.

- Read Only The users with the user level Read
Only can only look at the
configurations of the Switch.
Manual W ®
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SS34 — Cable Test

Cable Test is used to diagnose the physical copper links connected each port, by
separate pairs in a cable. Before the Cable Test is activated, a confirmation
message Cable Test will disable normal network functions for one minute. Do
you want to continue? will pop up for user’s confirmation. If the link is well-
connected, the Status column will show “normal”. If the link is disconnected, the
Status column will show *“open”, and the Cable Length column will display the
estimated distance from the port to the location where the circuit is open.

Cable Test

ont PHY Test Siatug CableLength Test Siatug CableLength
100 passiHx) normzal pass(T) normzal

P

1

2 100 passiRx) open aboul UM pass(Tx) open aboul Ok
3 100 pass(Rx) open about OM pass(Tx) open about O
4 100 pass(Rx) normal pass(Tx) mismatch about 2
5 100 pass(Rx) opan about OM (T opan about Obd
51 100 passiRx) pen about Ok open about O
T 100 pass{Rx) apen about O open atout Ok

TEST

Figure 95: Cable Test

SS35 - Firmware Download (Upgrade System)

Use the HTTP Download menu to load software updates into the permanent flash
ROM in the switch. The download file should be in a binary format. Otherwise,
the agent will not accept it. The success of the download operation depends on the
quality of the network connection. After downloading the new software, the agent
will automatically restart itself. See the following figure and table:

Upgrade System
File Name : | Diurchsuchen. . I
Start Upgrade |

Figure 96: Upgrade System

Click on [Durchsuchen] to select the firmware file. Once the selection is made,
click [Start Upgrade] to upgrade the systems. The Switch will restart once the
new firmware is uploaded.

Table 45: Upgrade System

Parameter Description

File Name Use the Browse function to find and select the firmware to
be uploaded.

Start Upgrade Click here to upgrade firmware.
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SS36 — Configuration File (System Backup)

The Industrial Managed Switch enables the user to get a back up of the
configuration file. This will help the user to install many switches with the same
configurations.

System Backup
Press "Backup Setting” 1o gave configuration data 1o PC
Backup Setting
Choose backup file and restore satting
Durchsuchen... I Restore Satting

Figure 97: System Backup

Backup settings:

Click the button [Backup Setting] and a download window for Config.bin will
appear. Save the file in a safe location for later retrieval.

Restore settings:

Click on button [Durchsuchen] to select the downloaded/backed up configuration
file, and then press the button [Restore Setting]. The Industrial Managed Switch
will restart and apply the settings as in the configuration file.

Table 46: Configuration File

Parameter Description

System Backup Use this menu to make a backup of the Switch’s
configurations. To begin, click on the backup setting
button. Then follow the prompts to save the Switch’s
configurations to a designated terminal.

Restore Settings Use this menu to retrieve saved files. Click the browse
function to select the correct file. Then click Restore
Settings.
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SS37 — Restart Option

System Restors Factory Default Settings

Restore the factory default settings of the device
Resiore

System Reset

Press "Heset” it the device is functioning abnormally
Raset I

Figure 98: Restart Option

Click one of these buttons to reset/restart the system without turning OFF the
power.

Note
Please note

If you press either [Restore] or [Reset], the reset will commence immediately!

Note
Please note

If you click on the [Restore] button will set the switch back to the factory defaults
immediately, all saved configurations will be lost!

Table 47: Restart Option

Parameter Description

System Restore Clicking on the [Restore] button will set the switch back to

Factory Default factory defaults.

Settings

System Reset Click on the [Reset] button to reboot the switch. After
rebooting, it is necessary to log in again.
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8.5 D — Command Line Interface via Telnet/Console
port

This section provides some basic instructions for using CLI to configure the
Switch. Follow the instructions below:

1 Open a Command Prompt window and type
telnet xxx.xxx.xxx.xxx where the xxx’s represent the IP address.

As an example, we’ll first use the IP address configured in part A of this
manual: 192.168.0.190. The later screenshots are of a different IP address.

2 Then “Press [ENTER] key to start”

SS1-Login

=4 C:AWINNT Asystem32\cmd. exe - telnet 192.168.0.200

WAGD Corporation
System version: 2.81.88 <(built at Mar 28 2088 28:83:54>
Preszss {ENTER> key to stawrt.

Username :

Figure 99: Log-in

3 The default log-in name is admin with no preset password. The system
provides both CLI and menu driven user interfaces via console or telnet.
After you log into the system, you will see a welcome message as below:
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SS2 — Welcome

YWINMTAsystem32\cmd. exe - telnet 192.168.0_200

<1> CLI User Interface

<2» Menu-Driven Interface

Figure 100: Welcome screen

4  Type 1to select CLI operations

At this point, type in ? or help followed by [Enter] to display a full list of help
commands with explanations of their functions.

SS3 - Help commands

WWINMNTAsystem3d2icmd. exe - telnet 192.168.0_200

Help commands

hackup configuration file

Logout

Help commands

Logout

Ping a specified host with IP address

Reszet system or reset factory default zetting
. Set commands
. Show commands

clear commands

Upgrade run—time firmware or configuration file

Figure 101: Help commands

The table above lists and explains all the configuration commands. Users can refer
to the table when configuring the Switch management agent. Where appropriate, a
status report can be shown by typing show followed by the parameter name.

Type show and press [Enter] to display a full list of configuration commands.
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SS4 - Show commands

WINNTvsystem32\cmd. exe - telnet 192.168.0.200

commands
commands
Show system version
Show system configuration
Bun cable test and show result
Show network configuration
Show switch information
Show idle time of CLI session.
Show port configuration
Show static unicast MAC configuration.
Show Lock prevent unknown MAC configuration
Show mac limit configuration
Show Q0% configuration
Show stp configuration
Show Jet Ring configuration
Show Coupling Ring configuration
Show vlan configuration
Show »mon information
show mirror configuration.
show rate control configuration.
show email configuration.
. show trunk configuration.
Show snmp configuration

Figure 102: Show commands

SS5- System configurations

852-104>set
[Command List]
7 Help commands
Help commands
Set adminiztrator name and password
Set network ethB configuration
Set switch configuration
idle time for CLI session.
port configuration.
static unicast MAC configuration.
unicast MAC limit configuration.
by port unicast MAC limit configuration.
Lock prevent unknown MAC configuration.
Q08 configuration.
stp configuration.
Ring configuration.
coupling Ring configuration.
Set vlan configuration.
clear rmon information.
mirro set mirror configuration.
igmp. Set igmp configuration.
set rate control configuration.
set email alarm configuration.
gset trunk control configuration.
snmp conf iguration

Figure 103: System Configuration

Enter the command line and follow the argument list. Be sure to put a space
between the commands. E.g. changing or setting the company name:

. set eth0 ip XXX.XXX.XXX. XXX

A confirmation note will follow
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SS6 — Confirmation Note

852-184>zet ethB ip 192.168.0.200
Set IP address

85Z2-184>

successful?

Figure 104: Confirmation note

By using a similar command line, all the other available system parameters — such
as port configuration, SNMP, rate, idle time, etc. can be modified to your own

network requirements.

Table 48: Confirmation note

Parameter

Description

set

set admin — follow the prompts to change username
and password

set ethO — configure ip (new IP address) network
mask (new network mask) gateway (new gateway).
Use this command to set new addresses.

set switch — set switch parameters like jumbo frame,
max age, and counter

set idle (time in seconds) — set automatic logout
when the program is idle.

set port name — use this command to assign a name
to each port

admin — enable/disable

speed — set the speed for each port

duplex — set the duplex mode for each port
autonego — enable/disable auto-negotiation
loopback — enable/disable loopback

mcrate — assign a limit for multicast rate

egress — Switch treatment of RX packets

ingress — port treatment of TX packets

priority — set the priority for each port

ffc — enable/disable Activate Flow control

vid — assign VLAN IDs

set rmon — clear rmon display

set mirror — configure the mirroring port

set snmp — configure snmp and communities
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SS7 - Switch configurations

YWINMTAsystem32\cmd. exe - telnet 192.168.0_200

852-1@4>zet switch
[Eyntaxlse itch [arg_1 data_11 [arg_2 data_ 21 ... [arg_n data_nl
[Argumen 1

. Set switch age [112131...1255811
fl-ami set switch frame [1522115361

852-184>_

Figure 105: Switch Configuration

Enter the command line and follow the argument list. Be sure to put a space
between the commands. E.g. setting the switch age:

. set switch age 1

A confirmation note will follow.

Note
Please note

Each switch age unit is equal to 16 seconds. The default is 304 seconds. The limit
given is from 1 ... 255 units. This is the time-out period in seconds for aging out
dynamically learned forwarding information.

By using a similar command line, the other Switch parameters — like frame and
counter — can be modified to your own requirements.

SS8 - Port configurations

YWINNTAsystem32\cmd. exe - telnet 192.168.0_200

[arg_ 1 data_1]1 [arg_ 2 data 21 ... [arg_n data_nl

[port id] name [stringl

[port id] admin [enableidisablel
[port idl speed [16mil1H88m]

[port id] duplex [fullihalfl

[port id] autonego [enableidisahlel
[port idl ffc [enableidisablel

Figure 106: Port Configuration

Enter the command line and follow the argument list. Be sure to put a space
between the commands. E.g. changing or setting the name of port 1:

. set port 1 name office
A confirmation notice will follow

By using a similar command line, all the other port parameters such as admin,
speed, duplex, autonego, mcrate, etc. can be modified to your requirements.
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SS9 & SS10 - Spanning Tree Protocol (STP) configurations

STP allows the Switch to assign a priority status on the Switch with respect to
other networking nodes in the network. Ensure that this function is activated when
setting up backup links and to avoid collisions.

SWINNTAsystem32\cmd. exe - telnet 192.168.0.200

852-1@4>set stp
[Command List]
?

Help commands

Help commands

Enabhle Spanning Tree function

Disabhle Spanning Tree function

Set Spanning Tree bridge configuration
port Set Spanning Tree port configuration
852-104>_

Figure 107: STP Configuration

Enter the command line and follow the argument list. Be sure to put a space
between the commands. E.g. changing or setting the STP status:

. set stp enable

YWINNTAsystem32\emd. exe - telnet 192.168.0_200

1@4>set stp enahle
Enable Spanning Tree
Enable Spanning Tree function successful?

852-104>

Figure 108: Spanning Tree

By using a similar command line, all other STP parameters — such as bridge and
port can be modified to your own requirements.
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SS11 - Virtual LAN configurations

Enter the command line and follow the argument list. Be sure to put a space
between the commands. E.g. changing or setting VLANS:

. show vlan

WINNT\eyztem32icmd. exe - telnet 192.168.0.200

B4>show wlan
Syntax : [arg_1 data_11 [arg_2 data_21

[Argument List]
Show vlan type
Lhow vlan port_based
Show vlan tag_based [port_inforsvlan_id-svlan_tablel

Figure 109: VLAN Configuration

Enter the command line and follow the argument list. Be sure to put a space
between the commands. E.g. changing or setting the VLANS:

. set vlan

WINNTAsystem32\cmd. exe - telnet 192.168.0.200

B4>zet wlan
Syntax : [arg_1 data_11 [arg_2 data_21
[Argument List]

Set vlan type [Disable Port_based-Tag_basedl
Set vlan port_based [Port number] member [1 2 3...91
Set vlan tag_based [port_inforadd _vlansdelete_vlanl

Figure 110: VLAN Configuration Example
Above example given to configure VLANS

Use a similar command line as above to configure VLAN parameters such as
members, VID, priority, Ingress mode and Egress mode to your own
requirements.
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8.5.1

Simple Net Management Protocol (SNMP) configurations
using CLI

SS12 - SNMP configurations

swahlen C:AWINNT \spstem32icmd_exe - telnet 192_168.0.200

852-104>se
[Eyntaxlse
[Argument

system name
tem location
system contact name

GET community
SET community
TRAP community
TRAP IP address
TRAF enahle

Figure 111:

SNMP Configuration

Enter the command line and follow the argument list. Be sure to put a space
between the commands. E.g. changing or setting SNMP functions:

. set snmp contact service@MyCompany.Com

A message will follow to confirm new settings.
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SS13 - Set Trap

YWINMNTAsystem32\cmd. exe - telnet 192.168.0_200

852-1@4>show snmp

[ENHMP Conf igurationl

System Mame = 852-1@4

Location = WAGO Corporation

Contact name

Get Community = public

Set Community :© private

[ENHFP Trapl

Index Status IP address Community

1 Enabled 192.168.8.288 public
Disabhled .a.a.8 public
Disabled .a._a. public
Digabhled -a.a. public
Dizabled -a.a. public

852-1043

Figure 112: Set Trap

There are five addresses that an alarm can be sent to when abnormalities occur on
a connection. To set up this list, use the following example to configure your own
list. Type the following command line and press <Enter>:

. set snmp trapip 1 XXX.XXX.XXX. XXX
. set snmp trapcommunity 1 Bob
Use a similar command line to configure traps 2 - 5

Type show snmp to view the list —e.g:

Note
Please note

Use Web Browser Interface to enable each trap community.

Manual

Version 1.1.3 m=ﬂ®



116 Configuration WAGO ETHERNET Accessories 852
852-104 7-Port 100BASE-TX + 2-Slot 100BASE-FX Industrial Managed Switch

SS14 - Set e-mail

WINNTAsystem32\cmd. exe - telnet 192.168.0.200

852-1604>zet email
Syntax: set email [arg_1 1 [arg_2 1 [arg3 1 [arg4 1
[Argument List]
email server [IPstringl
email alarm [enableidisablel
email from [stringl

email to [id] [stringl [enableidisahlel
o email type [coldstartiwarmstartirj4Supirj4Sdouvnifiberupifibe
rdoun iconfchange inewrootliditopochangeldinewmasterjring itopochange jring i xpressrin
gfailedicouplingringfailed] [enableidizablel
852-104>

Figure 113: Set e-mail

There are five e-mail addresses that an alarm can be sent to when abnormalities
occur on a connection. To set up the e-mail list and other parameters, use the
following example. Type the following command line and press [ENTER]:

. set e-mail to 1 admin@MyCompany.com

. set e-mail from 852-104@MyCompany.com

Note
Please note

Use Web Browser Interface to enable e-mail alarm.
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9 Technical Data

Table 49: Technical Data

Technical Data

Ports 7 x 10/100Base-TX (RJ-45);
2 x SFP 100Base-FX Fiber;
1 x RS-232 (RJ-45), optional

Standards IEEE 802.3u 100Base-TX/FX;

IEEE 802.3ad Port Trunking;

IEEE 802.3 10Base-T;

IEEE 802.1d Spanning Tree Protocol;
IEEE 802.3x Flow Control;

IEEE 802.1p Priority Queues;

IEEE 802.1g VLAN Tagging

MAC table Up to 2 K addresses

VLANSs Port-based and Tag-based (64 VIDs)

Throughputs 14,880/148,800 packets per second
(pps) to 10/100 Mbps ports

Wavelength (optical fibers) depend on SFP module

Maximum distances 10/100Base-TX: 100 m;
Fiber optic: up to 30 km;
RS-232:15m

Supply voltage DCI9V...48V

Power consumption max. 10,08 W

Power consumption typ. (24 V) 8,4 W

Operating temperature
852-104 |0°C ... +60 °C
852-104/040-000 |-40°C ... +70°C

Storage temperature
852-104 |-20°C ... +80°C
852-104/040-000 |-40°C ... +85°C

Relative air humidity (no condensation) |95 %

Dimensions (mm) W x H x L 50 x 120 x 162
Height from upper edge of DIN 35 rail
Weight approx. 1050 g
Vibration resistance acc. to IEC60068-2-6
Shock resistance acc. to IEC60068-2-27
Degree of protection IP 30
EMC-Immunity to Interference acc. to EN 61000-6-2 (2005)
EMC-Emission of Interference acc. to EN 61000-6-4 (2007)
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9.1 Approvals

C€ cConformity Marking

c@us cULys (UL508)
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10 Troubleshooting
The network administrator can observe and monitor the statuses of most of the
Switch’s functions by looking at the LED indicators on the front panel. This
section contains a few of the more common problems that may arise — and
possible solutions.
Table 50: Troubleshooting
Symptom Cause Solution
Power indicator Defective power |Verify if the power outlet is functioning
does not lightup  |outlet or power normally by plugging in another properly
after power on cord operating device. Connect the power
cord to another device to test. If these
two tests fail to find the problem, replace
the power supply unit
Link indicator does | Network cable or |Ensure that the Industrial Managed
not light up after  |fiber/copper port is | Switch and the attached device are
making a defective powered on. Verify that the fiber and/or
connection copper cable has been properly
connected to both devices. Check that
the cabling distance does not exceed
specified limits for the cable type.
Inspect cable for defects and replace if
necessary
Unit powers off Loose power Ensure that all power connections are
during operation  |connections, secure and that the redundant power is
after a period of power surges / loss | properly attached. If unable to correct the
time or unavailability of | problem by above measures, it may be
redundant power | necessary to replace the internal power-
supply unit
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11 Appendix

11.1  Appendix A

11.1.1 Console Cable (RJ-45 to DB9)

When connecting your Switch’s console port to your COM port, use the provided
console cable. The pin assignments are as follows.

Figure 114: RJ-45 pin assignment

Console COM
Port : i Port

: RJ-45 Plug Pin 1 :
RJ-45 : : DB9 Female

Connector i i Connector
: Pin Assignment :
i 1} DCD
RxD § 2 2i RxD
TxD i 3 3: TxD
DTR § 4 4i DTR
GND i 5 5 GND
DSR i 6 6i DSR
17 7: RTS
ig 8i CTS
iR

Figure 115: RJ-45 to DB9 pin assignment
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11.1.2 RJ-45 Cables
When connecting your network devices, use a standard Category 3 eight way
cable for a 10Base-T configuration and a Category 5 cable for 100Base-TX. The
pin assignments are as follows:
Table 51: RJ-45 Cables
Pin Pair Colours
1 TD+ Pair 2 White/Orange
2 TD- Pair 2 Orange/White
3 RX+ Pair 3 White/Green
4 N/A Pair 1 Blue/White
5 N/A Pair 1 White/Blue
6 RX- Pair 3 Green/White
7 N/A Pair 4 Brown/White
8 N/A Pair 4 Brown/White
Table 52: Configuration
Application Cable Type Application
] Switch Hub
SV\;gCh End
) Straight through |1 < > 1
Switch Cable 2 < > 2
or 3 < . 3
Network Adapter 6 < . 6
Switch Converter
Converter End #1 End #2
to Cross Over 1 1
) Cable 2 2
Switch 3 3
6 6
Remark
The Switch features automatic MDI/MDI-X and NWay on RJ-45 port.
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11.2

11.2.1

Appendix B

Application Diagram

The Switch was specially developed with a redundant link feature. This is
particularly suited for Industrial applications that demand the utmost in reliability.
The device comes with 7 copper and 2 fiber ports. With this design, a primary and
a redundant link can be configured to ensure an "always on" connection exists,
eliminating costly network downtime.

Central Monitoring &

Management Field Engineer Workstation
- |:| RS-232/422/485

Q | UTPsTP
B Fiver

852-104
Industrial Managed Switch

Device Server | Device Server

F

Device Server ||g

b
—

Ol Waen ) <

N

AT

Fluid Separator Mixers Mills Robotics Boiler

Figure 116: Application Diagram
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11.3 Appendix C

11.3.1 SNMP Trap List

1 Switch Traps Group (private)

2 Cold start

3 Warm start

4 Link up

5 Link down

6 System configuration change

7 MIB-I11 Traps

8  Cold start

9 Warm start

10 Linkup

11 Link down

12 Authentication failure
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11.4

1141

Appendix D

Default Settings

The following tables contain the default settings that will be restored when the

System Restore Factory Default Settings function is activated.

Table 53: System Default Settings

System Restore Factory Default Settings

Description Managed 7-Port + 2-slot Fiber Industrial Switch
Serial number 0000000001

Model Name 7+2+1-port Switch

Company Name

Board Name 6700-00747-0100

Manufacture Time

0:0:0 0/0/0

System Name

7+2+1-port Switch

Location
Contact Name
Username admin
Password
ip address 192.168.0.254
Netmask 255.255.255.0
Gateway 192.168.0.1
Table 54: Port Settings
Port Setting

Type Admin | Speed Duplex |Link |Auto |FlowCtl
Port 1 RJ45 enable |100M full up on Disable
Port 2 RJ45 enable |100M full up on Disable
Port 3 RJ45 enable 100M full up on Disable
Port 4 RJ45 enable |100M full up on Disable
Port 5 RJ45 enable |100M full up on Disable
Port 6 RJ45 enable |100M full up on Disable
Port 7 RJ45 enable |100M full up on Disable
Port 8 Fiber enable 100M full up on Disable
Port 9 Fiber enable |100M full up on Disable
RX/TX Counter Mode Good Mode
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Table 55: Bridge Configuration

Bridge Configurations

Spanning Tree Disabled

Bridge Priority 32768

Hello Time 2

Forward delay 15

Max age 20

Age time 19

Table 56: Spanning Tree Port Configuration

Spanning Tree Port Configuration

Port Type Priority Cost

1 RJ-45 128 19

2 RJ-45 128 19

3 RJ-45 128 19

4 RJ-45 128 19

5 RJ-45 128 19

6 RJ-45 128 19

7 RJ-45 128 19

8 Fiber 128 19

9 Fiber 128 19

Table 57: Port-Based VLAN Configuration

Port- Based VLAN Configuration

Members

PortiD |1 2 3 4 5 6 7 8 9

1 - Y Y Y Y Y Y Y Y

2 Y - Y Y Y Y Y Y Y

3 Y Y - Y Y Y Y Y Y

4 Y Y Y - Y Y Y Y Y

5 Y Y Y Y - Y Y Y Y

6 Y Y Y Y Y - Y Y Y

7 Y Y Y Y Y Y - Y Y

8 Y Y Y Y Y Y Y - Y

9 Y Y Y Y Y Y Y Y -
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Table 58: Tag-Based VLAN Configuration

Tag-Based VLAN Configuration

VLAN 1: Port 1 ~ 8: Untag

PortiD |VID Priority |Ingress_filter Isolated
1 1 0 NonMember: Drop Untagged: Forward | Disabled
2 1 0 NonMember: Drop Untagged: Forward | Disabled
3 1 0 NonMember: Drop Untagged: Forward |Disabled
4 1 0 NonMember: Drop Untagged: Forward |Disabled
5 1 0 NonMember: Drop Untagged: Forward |Disabled
6 1 0 NonMember: Drop Untagged: Forward |Disabled
7 1 0 NonMember: Drop Untagged: Forward | Disabled
8 1 0 NonMember: Drop Untagged: Forward |Disabled
9 1 0 NonMember: Drop Untagged: Forward |Disabled
Table 59: Jumbo Packet / Multicast Rate Configuration
Jumbo Packet/ Multicast Rate Configuration
Jumbo Packet Length: 1536 [1522|1536] Bytes
Port Multicast Rate Limit
1 1003|612 100] %
2 100 [3]6]12]100] %
3 10036 12]100] %
4 100 [3]6]12]100] %
5 100[3|6]12]100] %
6 100 [3]6]12]100] %
7 100 [3]6]12]100] %
8 100[3|6]12]100] %
9 100 [3]6]12]100] %
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Table 60: BackUp Configuration Variables

Back-up Configuration Variables

SNMP System name
Location
Contact name
username
password
IP-address
Netmask
Gateway
Port setting content Name, speed, duplex, auto

Bridge Configuration

Spanning Tree Port Configuration

VLAN Configuration

Jumbo Packet / Multicast Rate
Configuration
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