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4 « Important comments

1 Important comments

To ensure fast installation and start-up of thesudéescribed in this manual,
we strongly recommend that the following informat&nd explanation is
carefully read and adhered to.

1.1 Legal principles
1.1.1 Copyright

This manual is copyrighted, together with all figsiand illustrations
contained therein. Any use of this manual whichimgles the copyright
provisions stipulated herein, is not permitted. Repction, translation and
electronic and photo-technical archiving and amesmsirequire the written
consent of WAGO Kontakttechnik GmbH & Co. KG. Nobservance will
entail the right of claims for damages.

1.1.2 Personnel qualification

The use of the product detailed in this manuak@usively geared to
specialists having qualifications in PLC programgjielectrical specialists or
persons instructed by electrical specialists wiegoadso familiar with the valid
standards. WAGO Kontakttechnik GmbH & Co. KG deetirall liability
resulting from improper action and damage to WAGQdpcts and third party
products due to non-observance of the informatariained in this manual.

1.1.3 Intended use

For each individual application, the componentg$ied are to work with a
dedicated hardware and software configuration. Kiations are only
admitted within the framework of the possibilit@éscumented in the manuals.
All other changes to the hardware and/or softwackthe non-conforming use
of the components entail the exclusion of liabibty part of WAGO
Kontakttechnik GmbH & Co. KG.

Please direct any requirements pertaining to a fieddand/or new hardware
or software configuration directly to WAGO Kontathnik GmbH & Co.KG.

® Application note
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Important comments ¢ 5

1.2 Range of validity

This application note is based on the stated hawletad software of the
specific manufacturer as well as the correspondectmentation. This
application note is therefore only valid for thescebed installation.

New hardware and software versions may need t@bdlé&d differently.
Please note the detailed description in the spetifinuals.

1.3 Symbols

Danger
Always observe this information to protect persfyom injury.

Warning
Always observe this information to prevent damagthe device.

Attention
Marginal conditions must always be observed to ensmooth operation.

ESD (Electrostatic Discharge)
Warning of damage to the components by electrastigchargeObserve th
precautionary measure for handling componentskt ri

Note
Routines or advice for efficient use of the devacel software optimisation.

More information
References to additional literature, manuals, daéets and INTERNET
pages

=3 BB B
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6 ¢ Introduction

2 Introduction

This application note describes use of Hyperteansfer Protocol (HTTP)
library “WagoLibHttp_02.lib". The focus of this n@{points to the transfer of
request data from a process automation device/itdsO Ethernet-Controller
to an HTTP-Server via the HTTP protocol and furthew to process the
server response directly in the controller.

HTTP is a networking protocol for information sysi®and defines a request-
response protocol in the client-server computinglehadHTTP specifies
several request methods indicating the desiredratti be performed on a
resource identified by Uniform Resource LocatorRIld). This document
shows GET and POST methods use.

« HTTP-GET requests a representation of the spedifiet, if data is
sent then as a part of the URL. Data length isiotstl.

e« HTTP-POST is used to submit data to be processad tRL. The
data is included in the body of the request. Maximiength of data is
restricted only by TCP-Sockets transmit buffer giz= 60kB for the
750-841 Wago coupler).

Presented examples are as follows

 Example_01: Read HTML or XML file shows how to load and parse
a HTML page and how to use the output in the PL@=co

* Example_02: Weather forecast HTTP-API servicgresents the
World Weather Forecast service data negotiation

» Example_03: Data logging to WAGO-TO-PASS portashows how
to log a process data to the WAGO-TO-PASS portal

* Example_04: WAGO-TO-PASS multiplerequestshows how to
store wide input data set to WAGO-TO-PASS usingtiplgl HTTP
POST request

waGo
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Introduction ¢ 7

* Example_05: Own HTTP-API using PHPpresents how to create
your own customer specific web API using PHP sorgptanguage

* Example_06: Database access via HTTP-ARhows how to process
the interaction between a PLC program and a datadragine MySQL

* Example_07: Dynamic DNS service DynDN@resents the DynDNS
service fttp://www.dyndns.comin use.

2.1 Network configuration

Presented examples use both the Local Area Net(k&iK) and the Wide
Area Network (WAN) configuration. Possible settirage presented in this
chapter.

Local Area Network (LAN)

Easiest configuration is Ethernet-Controller andoV$erver operates in the
same LAN, known as the Intranet. In this scenan@dditional configuration
is needed.

192.168.1.0024

TR E

MyToPass §

Wide Area Network (WAN)

When HTTP-Server operates in World Wide Web (WW\Wgp&nown as
WAN a router is needed to connect the local netwiala Internet-Service-
Provider(ISP) with the internet.

HTTP-Server

To inform the Ethernet-Controller about the rouggply routers IP-Address
as “Gateway” and “DNS-Server” in Web-Based-Managan(&/BM).
Together with WAGO-TO-PASS-Router 761-520 you canup a Wireless
WAN-Solution.

Application note
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8 ¢ Introduction

i @@w@m

N " INTERNET.
5 @@M/@@Rg =

HTTP-Server

Accessibility from the internet requires additionahfiguration, such as “Port
forwarding” from your NAT-Router to the XAMPP seryand DynDNS
account like “myWebServer.dyndns.org” which makesnyrouter accessible
from the internet when your internet provider oa$gigns dynamic IP
addresses.

In each of these cases, the basic functionalifyasame. A client sends a
HTTP request (together with process data) to aialmsd script on a web
server. The web server processes the request anegEwith a HTTP
response.

Troubleshooting

Possible problems, like non reachable Internetss;&lent DNS server
response etc., can be caused by wrong setting afdétwork parameters in
each participated device. Some hints to solve tbkl@ms are described in
“Annex B: Network problem analysis” chapter.

2.2 Test environment

Almost all examples need an access to the WAN, safrtteem requires
running an HTTP-Server, PHP engine and MySQL da&leavironment on
the server side.

For the testing purposes install XAMPP. The XAMBR: ifree and open
source cross-platform web server package. It ctsnsiainly of the Apache
HTTP Server, MySQL database, interpreters for sempitten in the PHP
scripting language etc. The installation procestescribed either at
http://www.apachefriends.orgdr in “Annex A: Test web server environment
setup” chapter.

waGo
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Example_01: Read HTML or XML file « 9

Example_01: Read HTML or XML file

This example shows a basic functionality of “WaduHitp _02.lib".

Let us suppose a standard HTML page which contafosmation e.g. about
temperature. The example aim is to obtain the Hfgdge and parse the
temperature information from the source code. Hselt is further used for a
processing inside the PLC program.

&) Example01.html - Editor =1
Datei Bearbeiten Fommat 7

k!DOCTYPE html PUBLIC "-//IETF//DTD HTHML Z.0//EN"> ‘:J
<HTHML>

<HEAD>

<TITLE>

ExampleOl for how to obtaih dats from s HTHML

</ TITLE> . )
</HEAD> Point of interest
<BODY>

<H1xHello world</Hilx

<P>Temperature: 24.7 C° </P»
</BODY>
</ HTML>

|

The exampl&VagoLibHttp02_Example01.pro communicates with a local
web server, which is a fixed part of WAGO Ether@aintrollers firmware.

The example will work with any other web servet &N or WAN but it
requires either installation of the elaborated emument or setup of an access
to WAN (router setup etc.).

To get example program working, use an FTP cliadt@py or create the file
"/webserv/iExample01.html" in the controller. Ndbe Wago 750-841 requires
the "Basic-Access-Authentication” to access thddpl/webserv/*”. Check

the credentials in the program.

oHttpGet (s3erverName:= '127.0.0.1',
wierverPorc:= 80,
SUserNeame:= ' user’ =
sPassword:= 'user',
pabUrlhata:= LDR(sUrl),
uilrllength:= LEN(sUrl),

To start the program use “xDolt” variable, the peog parses the temperature
string from the page HTML resource code and sttirewvalue to
“rTemperature” variable.

-4, CoDeSys - WagoLibHttp01_Example01.pro™ - [PLC_PRG [PRG-5T)] =10x]
%, Datei Beabeiten Projskt Einfiigen Estiaz Online Fenster Hilfe == x|
el e R e e e e e |
| [ooo1 xDolt - AR i
‘4 Baustsine 000z uvState = O I
0003 oHEEpGet

0004 sUrl = !'fwebserv/Exampledl.html'

0005 xHttpSend =

0006 diError = 0

ooow? s3tatus = 'Succesful executed’

0006 abResponse

ooos uiResponse = 236

o010 uiPos = 193

0011 sTewperature = '24.7 C° !

oo1z2 rTewperatus = 24.7

0013 1i=a =

0001 [oHttpGet (sServerlame:= '127.0.0.1', f oHttpGet .diFrror = O -

This solution can be used for a general remote XiMLparsing as well.

Application note
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10 « Example_02: Weather forecast HTTP-API service

Example_02: Weather forecast HTTP-API service

Many web providers offer their HTTP-API to wide pigkeither to process a
service or to disseminate important informatione Teather forecast is one of
the most popular information presented via suckriate, for example the
World Weather Online servicev{vw.worldweatheronline.cojrprovides it

free of charge.

Since the data is usually processed automatidadlylevice readable form of
data is expected (XML, RSS, SOAP, JSON etc.). OnieeoWorld Weather
Online format is the XML.

WagoLibHttp02_Example02.pro presents the World Weather Forecast
service data negotiation, simple parsing of the Xfgllecast response and
propagation of the result to the program code.

Please note the example requires working Intercetss. Take care of the
controller network settings having valid “Gatewayid “DNS-Server”
parameters.

The World Weather Forecast service API HTTP-GETuest is as follows

http://free.worl dweat heronli ne. conf f eed/ weat her. ashx?q=<city_st at e>
&f or mat =xm &um of _days=5&key=<api _key>

Where<ci ty_st at e> defines city name and state text code petjn,ger or
paris,france . <api _key> is a user API key obtained via The World Weather
registration, use of empty or false key cause spaese from the server.

Server response is a XML formatted stream. The XildLexample is
attached to the example folder project, we usegisstbset of XML schema
marked in bold. The tags of interest are as follows

<?xm version="1.0" encodi ng="UTF-8"?>
<dat a>
<r equest >
%dﬁery>BerI in, Germany</query>
</ request >
<current _condition>
<tenmp_C8</tenp_C
</ cu.r-rént_condi tion>
<weat her >
<dat e>2011- 02- 08</ dat e>
<t enpMaxC>6</t enpMaxC>
<t én‘pM nC1</tempM nC
</ vveat her >

</ dai a>

waGo
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Example_02: Weather forecast HTTP-API service « 11

4, CoDeSys - - [PLC_PRG (PRG-FBD)]

% File Edit Project Insert Extras Online ‘Window Help

a3 [l s e e s

0026 |VAER
GPDUS 0027 sCityState: STRING := 'Berlin, Germany':
E| b\ orldw/eatherForecs| | 0028 shoocessKey: 3TRING = '123456789' ;
SearchForSting ooz9
@ PLC_PRG [PRG) o030 ®xDoIt @ BOOL:
= - - fnTutri ]
<

0001 | (¥ Get Weather Forecast *)
ollor 1dleatherForecast
fhior ldifeatherForecast

sCityS3tate—qsCityitate sLocation
shooessKey{shooessHey rCurrentTempC—rCurrentTempC
whaylfForecastwlayofForecast sForecastDay—sForecastlay
*Doltx3tart b rForecastTempMin—rForecastTempMin

rForecastTempMax—rForecast TempMax
s3tatus—s3tatus
diError—diError

To start the example, set city of interest in “gState” and API key in
“sAccessKey”, to execute it use “xDolt” variableo $ee forecast for further
days set the “wDayOfForecast” to higher numbere-AR| offers 4 day
forecast.

For the service documentation $eo://www.worldweatheronline.com/feed-
generater.aspweb page.

Other weather forecast API providers are for exanipé YahooWeather
(http://www.yahoo.comor Weather Under Ground
(http://www.wunderground.comservices.

Application note ®
A303000 WAEH



12 « Example_03: Data logging to WAGO-TO-PASS port al

Example 03: Data logging to WAGO-TO-PASS portal

This example shows how to log a process data tsMAGO-TO-PASS portal
API. The portal, located &tttp://www.to-pass.comnis a web based service
providing a user interface for viewing and analgztfata logged from remote
devices. It offers an API interface to log dataMiBTP POST request
response method.

hon (3| 55 5 ] - 5 Br

=] @ Wechsohau | Links >

Testdummy Benutzer: wago

D4 D5 D6 D7 D8
- - - - - e - .

M a2 A3 ad a5 A8 a7 a8
0.5C 0.5000 m 0.300Valt 0.10000 Kh 0.1000 Watt 0.100 Umin 0.25A 0.10gm
[314 [z [e37.2 [3188 [e52 [s0.2 [raz0 [a30
g 5000 200 10000 1000 100 25 10
I ) I ) I ) ) I ) ) I ) )
0 0 0 I 0 0 I 0 0 I o
| ochbus-Daten |
M Mz M3 ma
[4880 b [oz138 b [egsnt D [rea17 b

zuriick Alamliste Alamplan Kanfigurieren Aktualisieren
.

] Feitig [ [ Intemet

Please note the example requires well set inteiceess, take care of
controller network settings e.g. “Gateway” and “DIS8rver”.

The example program uses function block HTTP_PQ@SSenhd actual process
data to WAGO-TO-PASS portal via an API gate prouitty PHP script
“wago/savedata.php”.

4 CoDeSys - Wagol ibHttp02_Example04.pro* - [PLC_PRG (PRG-FUP)]
®, Datei Deaibeiten Projekt Einfiigen Extias Online Fenster Hife

=& x|

I i =t E g S 0 R

el P e e e o e I T e 1 Y
C[0o01] xDolt = YR

‘3 Bausteine oooz oHLtpPost
=[d 0003 sRegData = 'ID=NyDevice;123456PA=0060; home:99&TI=10/08/25,17:30:484D1=1;04D2=0;1. ..

noo4 duError = 0
0o00s sStatus = 'Succesful executed'

I

0006 | B-abResponse

0007| uiResponseCount = 31
0008 | FpsResponse = <04dd8387>
0003 “.psResponse’ = 'Values stored:10/08/26,12:27:31
OHETpPOST .
HTTP_ POST
L. to-pass. con' sServerlame - diError AWE
|wserverPort sStatus|—sStatus=' Succesful executed!
—sUserName abContentDatal—abResponse
—|sPassword uicontentLengthl—uiResponseCount=31

' wago/savedatalls. php' HsScript
ADF [sRegDaca) {pakReqbata
LEN (sReqData] =?2?-{uiRegDataCount
—HtTimeOut

1 ] xDoIt—{x5end b

EfTER e

[ [OMLINE: 841: 182168116 [SIM [LEUFT [EF [FORCE [E [LESEN

The PLC process data are submitted as parametarsl6TP POST request
packet to WAGO-TO-PASS portal. Portal HTTP seruexcpsses the request
via the APl PHP script using PHP-Engine. Furthies, PHP engine forwards
received parameters to the portal database andngragesponse to sent back
to the PLC.

Application note
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Example_03: Data logging to WAGO-TO-PASS portal ¢

PLC sends following HTTP-POST-Request to WAGO-TOSSAportal:

PCOST /wago/ savedat a. php HTTP/ 1.1

Host: www. t 0- pass. com
User - Agent: WAGO 750- 841
Connection: Keep-Alive

Content - TYPE: application/ x-wweformurl encoded
Content -1 ength: 251

| D=MyDevi ce; 12345&PA=0060; hone; 99&TI =10/ 08/ 25, 17: 30: 49

&D1=1; 0&D2=0; 1&D3=1; 0&D4=0; 0&D5=1; 1&D6=0; 0&D7=1; 0&D8=1; 1
&A1=3. 14; . C, 0&A2=4711; % 1&A3=237. 2; Vol t ; 0&A4=3189; k\W; 0
&A5=652. 1; WAt t ; 1&A6=50. 2; Umi n; 0&A7=14. 8; Anper ; 0&A8=4. 3; qnl h; 1
&W=1234; 5678; 90AB; CDEF; AFFE

The API PHP script “wago/savedata.php” parses #te parameters and
responds with HTTP-POST-Response including “Vaktesed” string in the
case of success to PLC:

HTTP/ 1.1 200 K

Date: Thu, 26 Aug 2010 08:55:13 GMVI
Server: Apache

Content -Length: 16

Keep- Al i ve: tineout=15 max=100

Connecti on: Keep-Alive
Cont ent - Type: text/htm

Val ues stored

To analyse the communication between PLC and porbaé deeply use the
“Wireshark” tool fttp://www.wireshark.orjy File “topass-sniff.pcab” attached
to this application note example presents packeirdeof success
communication.

Tl topass-snill. pcap - Wireshark (o]
File Edt View Go Capture Analze Stalistics Help
Beges DCERRFE AT L|BE Al MM X B
Fiter | v Espression.. Clear Apply
Mo - | Time | Source | Destination | Protacol | Info |ﬂ
1 0.000000  192.168.1.16 85.220.143.234 TCP 64874 > http [SYN] Seq=0 Win=16000 Len=0 M55=1460
2 0.017138  85.220.143.234 192.168.1.16 TcP http > 64874 [SYN, ACK] Seq=0 Ack=1 Win=63535 Len=0 MS3=1460
30 017518 192.168.1.16 85. zzo 143,234 TcP 64874 > hrtp [ack] G =1 ack=1 win=16000 Len=0

152.168.1.16

0.143.234 HTTP hp HTTF‘/l 1 Capplication/x-www-form-urlencoded)
16 T

3 T hti
152.168.1.16 64874 > http [FIN ACK] Seq—430 Ack=191 Win=16000 Len=0

85.220.143,234 192 lEE.l.lS TCR http > 64874 [ACK] Seg=191 Ack=431 win=65535 Len=0
85.220.143,234 152.168.1.16 TCR http > 84874 [FIN, ACK] Seq=191 Ack=431 win=65535 Len=0
152.168.1.16 B85.220.143.234 TCP 64874 > http [ack] seq=431 ack=192 win=16000 Len=0

Frame 5 (244 bytes on wire, 244 bytes captured)

£ Hypertext Transfer Pratocal

@ Ethernet II, src: Cisco-Li_dh:ae:ds (00:18:f8:cdh:ae:ds), pst:
@ Internet Protocol, src: 85.220.143.234 (85.220.143.234), Dst:
Transmission control protocol, src Port: http (80), DSt Port:

WagoKont_00:62:84 (00:30:de:00:62:84)
192.168.1.16 (192.168.1.16)
64874 (64874), seq: 1, Ack: 430, Len: 190

N

HTTP/L.1 200 GKyvryn

pate: Thu, 26 Aug 2010 09:11:08 GMTWr\n
server: apache\riyn

content-Length: 16

Keep-Alive: timeout=15, max=10G%rn
Connection: Keep-Aliveyrin
content-Type: text/htmlNrin

T C o ooTETTTTTED
nulo &fF 55 dc &F ea c0 a8 L8838 Z.U..... ;I
joo2o ef 27 7c 82 66 50 18 N I i
nu30 50 2f 31 2e 31 20 32 ...... HT TP/1.1 2
joo40 30 30 74 65 3a 20 54 68 75 00 OK..D ate: Thu
0050 2c 20 32 30 31 30 20 30 39 , 26 Aug 2010 0%
0060 3a 31 54 0d 0a 53 65 72 76 111:08 G MT..serv
0070 65 72 65 0d Oa 43 &F 6e 74 er: Apac he..Cont
OB0 B3 ée 63 3a 20 31 36 0d 0a ent-Leng th: 16..
0050 4b 65 65 3a 20 74 69 6d &5 Keep-A1T ve: time
00a0  &F 75 61 78 3d 31 30 30 od out=15, max=100.
00h0 02 43 6f 62 3a 20 4b 65 65  .Connect fon: Kee
0oco &ef 6 74 65 62 74 p-alive. .Content

78 74 2f 63 74 6d ~Type: t_ext/html

[ 73 74 6F 72 G) P

Prota Init (.16 bytes

| Packets: 9 Displayed: 3 Marked: 0

B
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14 « Example_03: Data logging to WAGO-TO-PASS port al

WAGO TO-PASS portal

To take a look onto stored data visit the WAGO-TRSS portal www.to-

pass.com Log in, i.e. click on the “My TO-PASS” button @fogin as “test”
user with “test” password.

2 willkommen beim T0-PASS-Portal von WAGD - Microsoft Intemet Explorer
Datel  Beabsiten Ansicht  Fawoiten  Estras 2 ‘
ik - = - @ [5] At | QSuchen [fFevaien @Medin (B[ 55 5 @] - H
Adiesse |.§| hittp:# v bo-pass.com/wago/loginphp ;l ﬁWEchseln 2u | Links ”‘
|
TO-PASS-Account
Username | test
Password test
MR Bitte anmelden
Benutzername:
Kennwort
Anmelden
- -]
|&] Ferig T [ intemet b
Select the device with “MyDevice”.ID
2l Auswahl des TO-PASS - Microsoft Intemet Explorer =] E3

Datei Beabeiten Ansicht  Favaiten Estias 2 ‘ﬁ
G zuiick ~ = - (D [2] @4 | DSuchen [CilFavorten Eimedien oF | BY- L9 @ - =] Gr

Advegse [&] hitp. fwww.topass com/wagodinder php

wacno

INNOVATIVE CONNECTIONS

j (o Wechseln zu | Links >

=i
E= =

Auswahl des TO-PASS

- bitte auswahlen - hd
L31644.D01=0 -
L31644D01=1
L31644D01=7

MrNilsson

iy BGE

mytodularTopass J
My Telits0
ORI001
SCHMUTTE
soeren_Denmark - —

all

[&] Fertia 0T @ ntemet

Press “Display” button to show last logged values.

waGo
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Example_03: Data logging to WAGO-TO-PASS portal«1 5

1
2} Topas M Abbild - Microsoft Internet Explorer 9 [=] B3

Datel Beatbeiten Ansicht  Favoiten Eaas 2 |

e Zuiick + = - () [2] 23| D Guchen [iFavorten Medien 3| EN- Sp Wl - 5] Lr

Adregse [{€] hitp:/ o to-pass. comAcpastopss. php | @ viedhsehau | Links >
-
®
Aﬂn Testdummy Benutzer: wago
INNOVATIVE CONNECTIONS

§ D1 D2 D3 D4 D3 D& D7
- - - - - - - -

a2 a3 a1 A5 A6 a7 a8
05000 m 0300 valt 010000 ki 0.1000 Watt 0100 Umin 0254 010 gm
[314 [a711 [e37.2 [31a3 [e52 [50.2 [1450 [430
i 4000 300 10000 1000 100 25 1
g g b g b b b b
0 0 0 ] 0 0 I 0 0 ] 0
M1 M2 M3 M4
[4650 b [22138 b [-28501 [ [12817 e

zuriick Alarmliste | Alarmplan | Konfigurieren Aktualisieren

& Ferlig [T [ [ nteme

]
v

Further, you can click on lcc to open logged data as a trend chart.

) Messwerte - Microsoft Internet Explorer P

Testdunmy - AL

2.5
20
15
10
05
00
preny o0 @i oo 00 oaion 00
I EAGT I T ]
25.08.2010 13:00:00 26.08.2010 13:00:00
Navigation Optionen
[ Standard Messhereich
frilher Zoom spater

[ Tabelle

i e B & Seite drucken

Link table (= Tabelle) displays CSV data.

; hitp:/ /www_to-pass_.com/TI5 ftabelle_php - Miciosoft Intemnet Explorer

Diatei  Bearbeiten  Ansicht  Favorten  Extras 7 |

= Ziick - = < () tat | i Suchen (] Favoriten  FfMedien <4 | - S = ol
Adresze I@ hittp: # fviene. bo-pass. comd TS Atabele. php j @W’echseln 2u | Links **

-

Zeitpunkt; Testdumny-41

2010-08-26 12:27:31;3, 14;
2010-08-26 12:10:30:3, 14;
2010-08-26 12:09:22;3,14;
Z010-05-26 1Z:06:44:3, 14;
2010-08-26 1Z:05:11:3, 14;
2010-08-26 11:11:089;:3, 14;

[
|&] Fertig ’_ ’_ ’_ | Intemet o

Please note WAGO provides “WagoLibToPass_02.lispecialized WAGO-
TO-PASS library covering the whole WAGO-TO-PASStpbfunctionality.

Application note ®
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Example 04: WAGO-TO-PASS multiple request

As given by the WAGO-TO-PASS specification, onlgr@alog input and 8
digital input values can be stored via one HTTP-P&&quest to the server.

To store wider input set the PLC should procesgipl@lHTTP-POST-
Request to the server, i.e. the PLC should wokktitkbe a group of virtual
WAGO-TO-PASS clients running independently and camitating to the
server simultaneously. Each virtual client is retbto one set of input
variables.

TheWagoLibHttp02_Example04.pro shows how to implement such
solution. It shows both how to log data to servet Bow to read setpoints
received from server.

The project consists of 3 units

 “PLC_PRG” assigns values to be logged to the s€im@tDevicelds”
action) and sets client identifiers (“AssignPro¢2ss” action).
Further, it calls “TOPASS_clientMux”

 “TOPASS clientMux” is a for-loop based process,e@img each
client using the “TOPASS_client” program. Data &ottansmitted are
collected in “astServerRequestData”. Setpointssatt of
communication process of each device are colldct¢oe
“astServerResponseData” array. Possible valid fdata server is
announced via “xResponseDataAvailable”. Successings and
possible communication errors are announced vieklatput
counters. Cyclic behavior can be optionally setigyyclic” flag.

*» “TOPASS_client” is the one using the HTTP POST fiorality. It
builds server HTTP request body and process theestqo server.

More precisely, an example of the HTTP-POST-Reque®{AGO TO-
PASS-Portal is as follows

POST /wago/ savedat a. php HTTP/ 1.1

Host: www. t o- pass.com

User - Agent: WAGO 750- 841

Connection: Keep-Alive

Cont ent - TYPE: application/ x-ww«formurl encoded
Content-1ength: 251

| D=MyDevi ce; 12345&PA=0060; hone; 99&TI =10/ 08/ 25, 17: 30: 49

&D1=1; 0&D2=0; 1&D3=1; 0&D4=0; 0&D5=1; 1&D6=0; 0&D7=1; 0&D8=1; 1
&A1=3. 14; . C, 0&A2=4711; % 1&A3=237. 2; Vol t ; 0&A4=3189; kWh; 0
&A5=652. 1; t t ; 1&A6=50. 2; Um n; 0&A7=14. 8; Anper ; 0&A8=4. 3; qni h; 1
&W=1234; 5678; 90AB; CDEF; AFFE

Request of each client has to be identified byiguenPLC ID identifier
parameter. For example

| D=ny841_1
| D=ny841_2
| D=ny841_3
® Application note
WAEE A303000
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Note: to configure your own device Ids, contact Wago support department
(support@wago.com) to configure it properly on the wago-to-pass server.

As described, “Id” of each client can be configumredhe “InitDevicelds”
action of PLC_PRG.

< CoDeSys - - [InitDevicelds (ST} - PLC_PRG {PRG-FBD)]
% File Edit Project Insert Extras oOnline Window Help

Bz BElenEEE L Eemw

oool I(* et client identifiers *)

aPDUS 0002 |(* Data transwmitted only when sDhewviceId <> '! )
E@ PLC_PRG [PRG] 0003 |astServerRequestDatal 0] .sheviceId 'myg41 0';
H AzzignProcessData 0004 [astServerRequestDatal 1] .sheviceId 'myS41_1':

i 0005 |astServerBReguesthatal 2] .sheviceId 'my541_2';
; TOP&SS_Client [FB] 0006 (ast3erverRequestlatal 3] .3DeviceId 'my541_3';
E ) g ' i
i TOPASS,_ClientMusx PRG) 0007 [ast3erverRequestDatal 4] .sDev:f.ceId mys41l_4';

0008 [astierverRequestlatal 5] .sDeviceId 'myS41_5';

0003 [aztierverBequestlatal 6] .sDeviceId S
0010 [ast3erverRequestlatal 7] .slheviceld

0011 [ast3erverRequestDatal 8] .sheviceId

[
B

[
-

0012 [ast3erverRequestDatal 9] .sheviceId UUH

0013 [ast3erverRequestDatall10] .sheviceId

N

Each client has its own data set prepared in tresithProcessData” action of
“PLC_PRG".

The multi WAGO-TO-PASS client process is executgdxolt” variable in
the PLC_PRG

[
-

TOPASS_ClientMux

sZerver='192.168.1.7' qs3erver s3tatus—astatus='Done’
wPort=80—-wPort xResponselbataldvallable—xEesponselbatalvailable
' wago/ savedatadP.php' 4sScript udiCount3uccess—udiCount3uccess=1
astierverBequestlataqastierverRequestlata udiCountWarning—udiCountWarning=5
®Cyolic—xCyolic udiCountFailed—udiCountFailed=0

tCyclicPeriod=T#30s0ms—{cCyclicPeriod
xDolt—x3tart =
astierverBesponselata—qastierverResponselbata =

The status of the process is presented via statlisraor output variables.

Output values and each client status informatieceived from server, are
stored into “astServerResponseData” structure raiote errors and warnings
have string and DWORD interpretation there.

EgtServerResEDnseData |

E-astierverResponsebatal0]

"""" .sheviceld = 'myS4l_0'

"""" .S3tatus = 'Successfully executed'

"""" ~dwError = 0
.xResponselatalvailable =

-, arAvValue
-, axDValue
H-ast3erverResponsebatal 1]

------- .sheviceld = 'my341l_1'

....... .s3tatus = 'TOPASS-WARNING: Can not find "gDOS=", setpoints are not configured on the server'
------- .duError = 2147495940

------- .xResponselatalvailable =

[, ariValue

[, axDValue

H--ast3erverResponsebata[2]

H--ast3erverResponsebata[3]

Application note
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To see the logged data on thté://www.to-pass.corserver, login as the
“test” user (user name: test, password: test).cbdie corresponding device
ID from the device selector, e.g. my841 0, andkcliRisplay” button.

WAGO ==uncs

INNOVATIVE CONNECTIONS

hyE51

myModularTopass

My TelitSD

myTopalB

MyTophss

narztopa

ORI001

SCHMUTTE B
Seminar

SN7O001

Data of the selected device are presented in tigitdDinput” and “Analog
input” fields. Setpoints can be set in the “Setpgiarea.

User: test

W = n my841 0 Letzte Aktualisierung: 01.022011 11:26:47
Letzte Dateniibertragundg: 01.02.2011 11:06:47

TNNOVATIVE CONNECTIONS

o4 02 Dz 04 o5 0 o7 02
[N - I - N - I - N - D - N - . -
A1 A2 A3 Ad A5 AE AT A8
0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0
01 | [ | e 31 | laa | sa | [ga | [ra
0 0 0 0 0 0 0 i
[ [ e e pe [ [ [
= Wy = i = S = o = = fm =B = _
Setpoint Old zetpoint Unit Title Setpoint O1d setpoint
| o oot [ o | o
0 poz|_ h | a
o i
] 0
o 0
0 i
] i
o o Save setpoints

® Application note
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Example 05: Own HTTP-API using PHP

This example shows how to create your own cust@pecific web API using
PHP scripting language. The example APl works Hevis:

The HTTP GET request

http://<host_nanme>/test/ny_http_api . php?par anr<get _par ane

Where<host _name> is name of server to process the service, e.glHost or
127.0.0.1 if server installed locally. Theal ue> is a string to be presented in
response of the server.

The HTTP response is a string

Hell o word <date_time_stanp> - Paranr<get _paranp

Where<dat e_t i me_st anp> IS script execution date stamp af@t par am
Is the string received in the GET request

Note this example requires a running web server amabled PHP engine.
For the local testing the XAMPP test environmenesommended, for more
see “Annex A: Test web server environment setugipbér.

HTTP server settings

Open your web server file system using FTP orealfibwser. Create folder
“ltest” in the web server document root directdryXampp/htdocs/” for local
XAMPP solution). Copy “my_http_api.php” into “/tést

= [ [xampp]
= [htdocs] oy
I:lltest]é-;—- |j my_http_api  php

% 'my_http_api.php * SciTE

File Edit Search W“iew Tools Options Language Buffers Help
1 my_http_api.php *

< ?php

$response = "Hello world: *

$response .= date(" yv/m/d,h:i:a", time()) ;|
if(isset(§ GET["param"])] |
fresponse .= " - Param=" . § GET["param"]:

¥
echo Sresponse;

Application note ®
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Test the script functionality with standard browser

192,168,150/ ket my_htt,..

&« C' | © 192.188.1.50/test/my_http_apiphp?param=1234

Hello world: 11/02/08,10:44:28 - Param=1234

PLC program

OpenWagoLibHttp02_Example05.pro, set serverghost _nane> to
“sServerName”and set variable “sUrl* for example to

/test/nmy_http_api.php?param=1234

4 CoDeSys - -[PLC_PRG (PRG-FBD)]
% File Edit Project Insert Extras Online Window Help - X
== Bl@]edDs S5 *Es|emlw o - i :
- ( [000L] XDoIr = e Al
4 POUs 0002 | E-oHrtpGer E
] 0003 =2Url = '/test/my http api.php?param=4711' i
0004 diError = 0
0005 sitatus = 'Succesful executed'
0006 | B-shResponse
o007 uiResponse = 44
0008 | @--psResponse = <04dd95hix
0002 sResponse = 'Hello world: 11/02/06,11:44:33 - Param=4711"'
0010 |
~
ADR (sbResponse) psResponse=<04dd95h1s
oHttpGet
HTTF_GET
'192.168.1. 50" qs3ecverName diError diError=0
sl-quwServerbPortc sStatus—sitatus='Succesful executed!'
—sUserlame ahContentData—abResponse
—sPassuword uiContentLength—uiResponse=44
ADR (=1l 1) -{pablir 1Data
tp apl.php?paraw=4711'—-uilrllLength
—tTimelut
®hoIt—{xSend &
:‘—'—li 5,11:44:33 - Param=4711' sResponze='Hello world: 11/02/08,11:44:33 - Param=4711'
afTE= .
1| 3
| [DNLINE: B41: 792 1681.16 [5iM [RUNNING [EF [FORCE [OW [AEED

Start the code using “xDolt”, variable “sRespongd! show the response
from server.

® Application note
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Example 06: Database access via HTTP-API

This example aim is to show the interaction betwe&L.C program and a
database engine (in this case MySQL) to store eggsodata, to log an alarms
and to read a data from such database based wialb gooal use them in
controller application.

The PLC-Program sends a HTTP request togetherseitie parameters to a
Web-Server. The Web-Server forwards the requesinpeter to PHP engine
and process the PHP script. In this example thptsdransact with the

MySQL database engine and insert the parameteraidatabase table or read
data from the database.

INSERT INTO table R
& (col_1, col 2, ..., col V)
"“-:\.‘! VALUES MHSQL
- A (value_1, value 2, ... value_IN);

UPDATE tahle
SET column = expression
WHERE predicates;

I1dv dL1IH
dHd

SELECT columns
FROM table
WHERE predicates;

Please note this example requires a running HTTiPseever, the PHP engine
and the MySQL database server. For the test pusgbsedocal installation of
the XAMPP solution is recommended, for more seerf@&nA: Test web
server environment setup” chapter.

Application note
A303000

wAaGo



22 « Example_06: Database access via HTTP-API

PLC program and program setup

OpenWagoLibHttp02_ Example06.proin CodeSys 2.3. The Example
functionality is as follows:

* Logs process data from a technology to a servabdag, i.e.
temperature identified. Data are logged on demand.

» If enabled, it sends process data alarms to tiwersere. when an alarm
event occurs than device id, variable id, grougnétype, limits
(LowLow, HighHigh) and a short message are setitécerver.

* Allows changing the alarm limits either locallyfoom the server

database.
I PLC_VISU E]@E|
Technology process Server
T clickto change setiings
4 10216817 | 80 |
T T
| Frocess data | e
__chckto log process data
[ memPri1 | [ -soooooo ] log it data log >
A T * Succesful executed
Alartn handling enable | database
TEMP_1_1_1 Inta LowLow : alarm event log >
Succesful executed
[ AWamimis | (20500000
10500000
click to request LL and HH
update
alarm limits update
Succesful executed
e

The PLC program consists of four units.

* “LogProcessData” logs temperature process datia jpaameters are
converted to the HTTP GET URL request and sertieéqbrtal
database via APl in “process_data_api.php” script.

» “HandleAlarm” manages alarm event process baseslata of
temperature. It controls the “LogAlarm”.

* “LogAlarm” logs alarm parameters to the servearAl data
parameters are converted to the HTTP GET requessemt to the
portal database via APl implemented in “alarm_dmp’d@PHP script.

Application note
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e ‘“UpdateAlarm” is used to update LowLow and HighHRliglarm
parameters from server database on demand. ThésupBais
provided by “alarm_update_api.php” script. Furttier POU decodes
the server response and set the alarm parameters.

- CoDeSys - - [PLC_PRG (PRG-FBD
¥s

@ File Edit Project Insert Extras ©nline ‘Window Help

el e R e T e e e R 1 e e s

— ooo& (¥ ZFerver parameters ¥)
‘I POUs 0oo? sgerverName : STRING := '192.163.1.1' ;
bH andledlam [FB] 000 wierverPort : WORD := 80:
fbLaghlarm [FE) ooog
blogProcessDiata [FB) 0010 [# Dewvice parameters )
bl pdatedanm [FE) 0011 shewviceId: STRING := 'MyDewice!':
mirLC PRG (PRG) Sl
0013 I Processidats — & tenmperatuse =)
0014 sTemperatureld : STRING := 'TEMP_ 1 1 1';
0015 rTewperature : REAL := 23.5;
0016 stTemperaturellarm : stlilarm:
0017
0001 [i* Frocess dava logging - START it using wDols *)
LogProcessData

fhLogProcessData

M PLogPD_sBratus! 2
4iErrorf—pLogPD_diErrer

wlo Me—{xDo

00D2 |1* 3larm handling - START it using =Ln *)
Handlealarm
fhHandle&larm
#xEn—{zEn e, pHAAL azm_s3tatus
=Tamperatureld-{=ifariablald xa] arnEvent—pHAal arm_xEvent

rTemperature—rifarisbletalue
=tTanparatuzedl arm{=tilazm

0003
Logilazm

fhLoghlarm
-

pLoghl arm_sSuavus

4iErrorf—pLoghlarm diErrer
sifariableld
Variablevalus
41 arm B
=D It
0004
Tpdatzdlazm
£hUpdaneAlacm
ame PUpalarm sftavus
o1t i pUpalarm diError
Tevice 14
Variableld
Te I stalamm B
wlpdate It-{zlo It &

To set the program working well, set the server@amd the port correctly
(“sServerName” and “wServer Port”). For server hastes don't forget to
configure the PLC DNS server setting for host naeselution.

Database “test” setup

To setup the example database use a MySQL adnaitiastrtool, e.g.
PhpMyAdmin that is a part of XAMPP package (To open local tse
http://localhosbor http://127.0.0.1and click the “PhpMyAdmit link in the
main XAMPP menu).

This example database “test” includes 3 tablexr&ate the database
structure import attached SQL batch fiést_db_and_tables.sqgl(when the
your “test” database is occupied use “test_tablely.sgl”).

To import the SQL batch file use the “Import” tattloe tool

Application note
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4l localhost { locahost | pht...

L C @ locahost/phpmyadming
phpliyAdmin ©d Server: localhost
st
o 0o (aDatabases 3SOL gFStatus (g)Variables [ff/Charsets gdEngines 3 Privileges &Processes #iExpol Imparl

Further choose the SQL batch file and press Go

23 Server: localhost

fgDatabases BSOL WFStatus [ Variables [ff]Charsets fiEngines ghPrivileges %Processes faExport  Hlmport

h

rFile to import A
Lacation of the text ﬁle o il efimse {Max: 128 MIB)

Character set of the file:

Irmpaorted file compression will be automatically detected from: None, gzip, bzip2, zip

rPartial import

Allow the interruption of an import in cage the script detects it is close to the PHP tirmeout limit. This might be good way to import large files,
however it can break transactions.

Nurnber of records {gueries) to skip from start l:l

rFormat of imported file
@ S0L

Options

S0L compatibility mode NONE =
Do not use AUTO IMCREMENT far zero values

)

Tool will announce you the import result. After sass the “test” database
item is added into database list. Click on it te #& database structure.

S localhost [ localhost | phpM. ..

L C | @ locahost/phpmyadmingindex. phprdb=test&token=5d4b6e0354c8as6c3 1eb9 328

wyﬁwﬁﬂﬂ i Server: localhost

N (2 o {gaDatabases _TSOL ¥ Status Variables [#f]Charsets B
«" Import has been successfully finished, 12 queries executed.

= cdcol (1) -
« information_schema (28) T phpn‘_’j‘dm;nzsgl' LoD
—— WEerslon L
* mysql (23:] -— http:/ wmw. phponyadoin. net
« phprmyadmin (3) .
L]

test -- Host: localhost
—-- Generation Time: Feb 08, E011 at 1EZ:4L5 PM

—— Server wersionm: 5.1.41

waGo
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PHP script setup and publishing

Create the folder “test_portal” in the web serveost folder
“~/xampp/htdocs” and copy all example PHP scriptsé¢

[index php
= [ [xampp] bstyle csg
= [ [htdocs] [ alarm_update_api  php
[TItest_portal] [ alarm_api php
|j process_data_api  php
[ config.inc php
Filename: Description:
index.php Example for a PHP representation layshtiw stored data.
process _data_api.php HTTP API for process data
alarm_api.php HTTP API for alarms
alarm_update api.php HTTP API for alarm update
config.inc.php Database constant definition
style.css Cascading Style Sheet for representktyen

To make changes to the default server values (sbogt name, MySQL user
name, MySQL password, database name, etc.), foogen and edit the
“config.inc.php” script using a text editor (e.gofépad).

“ |config.inc.php - SciTE

File Edit Search “iew Tools Options Language Buffers Help
1 config.inc.php

— <2?php

A4 Database parameters
.S'db_server = "l192.165.1.50";
Fab user = "adwmin";

feb password = "wago":

feb database = "test":

The server is now configured and ready to use.

Application note ®
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Test and result analyze

The example provides a basic representation |layarsaarting point for
developing your own web portal. Using the address

http://<server_host_nane>/test_portal/index. php

(For examplénttp://127.0.0.1/test_portal/index.pfgr the server installed
locally) the portal data will be presented as fako

Test portal
€« C | © 192.168.1.7/test_portal/ w7 A

Test portal

Database admimstration
Process data list

time_stamp device 1d wvar id var_value
2011-02-16 11:58:11 | MyDewice |TEMP 1 1 1 @
2011-02-16 11:58:17 | MyDevice | TEMP_1 1 110
2011-02-16 11:58:24 | MyDevice |TEMP 1 1 1 20
2011-02-16 11:58:2% | MyDevice |TEMP_1 1 130
2011-02-16 11:58:37 | MyDewice |TEMP 1 1 1 25
2011-02-16 11:58:43 | MyDevice | TEMP_1 1 120
2011-02-16 11:58:50  MyDewice |TEMP 1 1 1 10
2011-02-16 11:58:55 | MyDewice |TEMP_1 1 1|0

time_stamp device id wvar id var_value group limit event message
2011-02-16 11:58:27 | MyDewice |TEMP 1 1 1 30 0 4+ |z TEMP_1 1_1 Inte HighHigh
2011-02-16 11:58:33  MyDewice |TEMP 1 1 1 20 0 4 |z TEMP_1_1_1 OutOf HighHigh

Alarm configuration

time_stamp device il var_id n hh

Z011-02-16 11:Z9:59 | MyDevice || TEMP 1 1 1|/-Z0.5(/20.5

Now run the PLC application and test to log proagsa and alarms.

For a deeper insight on how it all works, the defog tool “wireshark” may
be helpful.

Additional information

To see a web portal offering more functionalityreedor WAGO-TO-PASS
web portal solution. Unddtttp://www.to-pass.com/wago-denmygu will find
WAGO example for the representation layer of aihgatystem (login as user
“wago” with password “demo”).

In a case you don’t want to develop your own regméstion layer scripts
contactinfo@wago.confor more information.

waGo
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Example_07: Dynamic DNS service DynDNS

Dynamic DNS is a network service that providesdagability for a

networked device to notify a Domain Name System $pBkrver to change
the active DNS configuration of its configured hm@snes, IP addresses or
other information in real time. When a change iradldress is found or a PLC

alters any of their settings, the client shouldqren an update. For that special

HTTP request should be sent to the server.

This example presents the DynDNS servidép(//www.dyndns.comuse. To

start the example program set the “xDolt” to TRUEe result will be

presented in the “sStatus” variable.

4 CoDeSys - WagoLibHtip02_Example08B.pro - [PLC_PRG (PRG-FBD)]
% File Edit Project Insert Extras Online Window Help

=it

e e I s e R = e e

v

— | |oooi proGRAM PLC FRG
‘2 POUs onae |+ =
”{% DynDNS_ Client (FB|| [0003 |Exawple of the DynDNS client functionality. For more sSee http://www.dyndns.com
E) PLC FRG (PRG) | MEREENES)
0005 [VAR
o00s xDolt : EBOOL:
o0a7? obdnsClient : DynDN3 Client;
Dnos diError : DINT: B
0oog s3tatus : STRING(200):
0010 |END_VAR
onit
il *
ooo1
oDdnsClient
DynDNS_Client
'application.dyndns. info' {sNMyHostname diError dlErroriE
1192.168.1. 80" {slylpiddress sStatus|—sStatus
'applicator' sUsername
'wago2011' 4sPassword
xDolt—x3tart b
< >
Loading 1i 'D:\Projectsh20110131 wagolibhoep app notel svnh trunk)a303000e Uz
Loading 1 VProgram Files\WAGD Software\Colel3ys VZ.3\Library) Iec ;
Loading L 3 ram Files\WAGD Software)ColeSys VZ.3\ Targets) WA
Loading library 'D:\Projects\20110131 wagolibhttp app note) svih trunk)a303ool
s EEJE] |

[ONLNE [0 [READ

For more see the provider page, especially the D@ BITTP API
documentation aittp://www.dyndns.com/developers/specs/syntax.html
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Annex A: Test web server environment setup

The easiest way to get a working web server, PHirerand MySQL-
database is installing XAMPP.

Download the XAMPP package for your operating system
http://www.apachefriends.org/en/xampp.htnd follow the installation
instructions. This application note is created dierosoft operating system.

Please keep in mind that XAMPP provides an easystall system for
developing and testing of web solutions. Care shbaeltaken when applying
security settings for your own application.

After installing run “XAMPP Control Panel Applicatn” and check if all
services are “Running”.

_.:XAMPP Control Panel Application =13

WAMPP Control Panel ‘ SEervice. .. ‘ | SCHM... |

—Modules
Status
Svo Apache Running Stop Admin...

Svo MyEgl Running Stop Adrnin...
Explare...

[ svc FileZilla  Running el
O:=vc  Mercury Rl

HAMPP Control Panel Version 2.5 (9. May, 2007} ;l
Windows 5.0 Build Z195 Platform Z Serwice Pack 4

Current Directory: c:\Programme)xampp

Install Directory: o:%Programme\xampp

Status Check OR

4] | A

Open the URILhttp://localhosbor http://127.0.0.Jand examine the XAMPP
examples and tools.

) XAMPP Version 1.6.6a - Mozilla Firefox —[O] x|

Eile Edit Wiew History Bookmarks Tools  Help

@ - ‘o | [ | hutp:ifiocahostj<amppfindes. phe 75 - | [[Cl-]oose J

D Localhost - Jan's ‘ ___ Web development | “¥? Lang. Transl, Centrum mail I_] slovnik.cz

(&) Disabler £ Cookiesw | €55+ | Forms~ | Images= (L) Information= Miscellanecus . Outines . 5 Resizer 7 Tonls= (2] View Source~ Optic

.
XAM P P f r WI n W English ; Deutsch  Francsis ¢ Mederlsnds ¢ Palskiy

Italizsne / Norwegian ! Espaficl / P37/ Portugués
(Brasil) ; BHIE

Welcome to XAMPP for Windows Version 1.6.6a !

Congratulations:
You have successfully installed XAMPP on this system!

MNow you can start using Apache and Co. You should first try »Status« on the left navigation to make
sure everything works fine.

For OpensSSL support please use the test certificate with hitps /127 .0.0.1 ar hitps:/flocalhost

And most importantly, a big thanks for help and support to Carsten, Nemesis, KriS, Boppy, Pc-Dummy
and all other friends of xAMPR!

Good luck, Kay Vogelgesang + Kai 'Oswald' Seidler

| pane 7

Now the web server, PHP-Engine and MySQL-Databeseeady to use.

waGo
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Annex B: Network problem analysis

If some Internet services are not reachable thielg@no could be wrong
environment setting. Check following items

* PLC and router reachability. Check if both PLC and router are
reachable usinging command. In PLC code you can use the
“SOCK_PING” function from the “WagoLibSockets.lib”.

e PLC Ethernet settings. Use either the “Wago Ethernet settings” tool or
the PLC “Wago Web based Management” (WBM) and chieekPLC
TCP/IP settings. Set reachable IP-Address, subaskn@ateway and
the DNS server if needed. After setting restartRh€.

Navigation
—= Information
This page is for the configuration of the basic TCR/IP
—'TCP"PQ— network parameters. The parametsrs are stored in an
— Port EEPROM and changes wil take sffect after the next

= Snmp software or hardware reset

— Watchdog
—= Clock
—e Security

—= Ethernet
| . PLC Subnet Mask 265.255.255.0

IP-Address 192.168.1.30

|—= Features Gateway 192.188.1.2

= 10 config Hostname
—= WebVisu Domain narme

DNS-Servert 192.168.1.2

CNS-Server2 0000
(SINTP-Server 0ooo
SNTP Update Time (sec, max. 65535) |0

ATy R I RIS b

* DNSserver reachability. Check the DNS router is available using for
example “SysSockGetHostByName” function from
“SysLibSockets.lib”.

* Router, firewall, NAT etc. settings. Please check settings of all
participated network devices. For example, wrorgrggeof firewall or
router can block whole communication.

* Network analysis. For deeper network analysis use the Wireshark
http://www.wireshark.organd a net sniffer. For example the approved
net sniffer is the Wago 852-104, i.e. managealtierget switch with
port mirroring functionality.
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A303000 WAEE



®

INNOVATIVE CONNECTIONS

WAGO Kontakttechnik GmbH & Co. KG
Postfach 2880 « D-32385 Minden
Hansastralle 27 « D-32423 Minden
Telefon: 0571/887 -0

Telefax: 0571/887 —169

E-Mail: info@wago.com

Internet:  http://www.wago.com



